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METHOD FOR CREATING COMMODITY Szabo , Nick ( 1997-09-01 ) . “ Formalizing and Securing 
ASSETS FROM UNREFINED COMMODITY Relationships on Public Networks ” . First Monday . 2 ( 9 ) ; 
RESERVES UTILIZING BLOCKCHAIN AND Tapscott , Don ; Tapscott , Alex ( May 2016 ) . The Block 
DISTRIBUTED LEDGER TECHNOLOGY chain Revolution : How the Technology Behind Bitcoin is 

5 Changing Money , Business , and the World . pp . 72 , 83 , 101 , 
CROSS REFERENCE TO RELATED 127. ISBN 978-0670069972 . 

APPLICATION A smart contract is a set of promises , specified in digital 
form , including protocols within which the parties perform 

The present application claims benefit of priority from on these promises . Recent implementations of smart con 
U.S. Provisional Patent Application Ser . No. 62 / 468,764 , 10 tracts are based on blockchains , though this is not an 
filed Mar. 8 , 2017 , the entirety of which is incorporated intrinsic requirement . Building on this base , some recent 
herein by reference . interpretations of “ smart contract ” are mostly used more 

specifically in the sense of general purpose computation that 
FIELD OF THE INVENTION takes place on a blockchain or distributed ledger . In this 

15 interpretation , used for example by the Ethereum Founda 
The present invention relates to the field of securitized tion or IBM , a smart contract is not necessarily related to the 

transactions and smart contracts , and encompasses systems classical concept of a contract , but can be any kind of 
and methods for conducting transactions . computer program . See : 

Buterin , Vitalik . “ Ethereum Whitepaper " , Github ; 
BACKGROUND OF THE INVENTION Cachin , Christian . “ Architecture of the Hyperledger 

Blockchain Fabric ” , ibm.com . 
Each reference cited herein is expressly incorporated Byzantine fault tolerant algorithms allowed digital secu 

herein by reference in its entirety , for all purposes . rity through decentralization to form smart contracts . Addi 
In the current marketplace , a commodity asset owner can tionally , the programming languages with various degrees of 

go to a lender and securitize the commodity assets thereby 25 Turing - completeness as a built - in feature of some block 
gaining liquidity . The problem with this current model is that chains make the creation of custom sophisticated logic 
it requires a liquid commodity , and when securitized , the possible . See : 
commodity may be restricted from beneficial use . Further , “ Smart contracts : Turing completeness & reality ” ; 
the value of the commodity may be deeply discounted , and “ Dumb Contracts and Smart Scripts — We Use Cash ” . 
ongoing interest charges are accrued . 30 weuse.cash . 

Frolov et al . , U.S. Pat . No. 9,747,586 , discloses a system Notable examples of implementation of smart contracts 
and method for issuance of electronic currency substantiated are Decentralized cryptocurrency protocols are smart con by a reserve of assets . The reserve is a commodity or asset tracts with decentralized security , encryption , and limited that is actively traded . trusted parties that fit Szabo's definition of a digital agree Miner , US 20150332256 , discloses a system and method 35 ment with observability , verifiability , privity , and enforce for converting cryptocurrency to virtual assets whose value ability . See : is substantiated by reserve of assets . The reserve is , for “ How Do Ethereum Smart Contracts Work ? —Coin example , book entries for fiat currencies , which are actively Desk ” . CoinDesk . Retrieved 2017-10-27 ; traded . “ Bitcoin as a Smart Contract Platform ” . Richard Gendal Doney , US 20170213289 , expressly incorporated herein 
by reference in its entirety , describes creation of collateral 40 Brown . 2015-03-30 ; 
ized portfolios , as a collection of income - producing assets , “ Blockchain : Forget Bitcoin , here comes the real thing ” . 
generated through transactions that exchange estimated Idealog . 2016-03-29 ; 
asset value for liquid instruments in the portfolio . Transac “ What are Smart Contracts ” ( PDF ) . chainfrog . Aug. 3 , 
tion elasticity is provided by liquid instruments ( reserve 2017 . 
funds and portfolio - owned shares ) held in reserve in the 45 Bitcoin also provides a Turing - incomplete Script lan 
portfolio's reservoir which provides a market smoothing guage that allows the creation of custom smart contracts on 
function to adapt to changes in asset demand and risk . Each top of Bitcoin like multisignature accounts , payment chan 
portfolio's reservoir is collectively owned by the sharehold- nels , escrows , time locks , atomic cross - chain trading , 
ers ; continuously replenishing itself with income generated oracles , or multi - party lottery with no operator . See : 
by assets in the portfolio . Shares can be represented by 50 Rosa , Davide De . “ The Bitcoin Script language ( pt . 1 ) ” . 
digital tokens , traded as digital currency such as cryptocur- davidederosa.com ; 
rency , and monetized with the convenience of cash through bitcoinbook : Mastering Bitcoin 2nd Edition Program a network of exchanges and payment gateways . ming the Open Blockchain Chapter 7 , Mastering Bitcoin , Vieira et al . , US20180047111 , expressly incorporated 2017-05-30 ; 
herein by reference in its entirety , describes enhanced orga " Smart contracts and bitcoin ” , medium.com/@maraoz/ nizational transparency using a linked activity chain in a smart - contracts - and - bitcoin - a5d61011d9b1 ; ledger , employing a block chain . " Contract Bitcoin Wiki ” . en.bitcoin.it ; So - called “ Smart Contracts ” are legal obligations tied to 
a computer protocol intended to digitally facilitate , verify , or “ What is a Bitcoin Merklized Abstract Syntax Tree 
enforce the negotiation or performance of the contracts . ( MAST ) ? ” . Bitcoin Tech Talk . 2017-10-12 ; 
Smart contracts allow the performance of credible transac “ Smart Contracts on Bitcoin Blockchain ” ( PDF ) . Sep. 4 , 
tions without third parties . These transactions are trackable 2015 ; 
and may be irreversible . See , en.wikipedia.org/wiki/Smart_ Andrychowicz , Marcin ; Dziembowski , Stefan ; Mal 
contract . inowski , Daniel ; 

The phrase “ smart contracts ” was coined by computer Mazurek , ?ukasz ( 2013 ) . “ Secure Multiparty Computa 
scientist Nick Szabo in 1996. See : 65 tions on Bitcoin ” ; 

“ Nick SzaboSmart Contracts : Building Blocks for Atzei , Nicola ; Bartoletti , Massimo ; Cimoli , Tiziana ; 
Digital Markets ” . www.fon.hum.uva.nl , Extropy # 16 ; Lande , Stefano ; Zunino , Roberto ( 2018 ) , “ SoK : unraveling 

55 
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Bitcoin smart contracts ” , 7th International Conference on Ross , Rory ( 2015-09-12 ) . “ Smart Money : Blockchains 
Principles of Security and Trust ( POST ) , European Joint Are the Future of the Internet ” , Newsweek ; 
Conferences on Theory and Practice of Software . Wigan , David ( 2015-06-11 ) . “ Bitcoin technology will 

Ethereum implements a nearly Turing - complete language disrupt derivatives , says banker ” , IFR Asia . 
on its blockchain , a prominent smart contract framework . 5 See also , 
See : Buterin , Vitalik . “ A next - generation smart contract and Atzei , Nicola ; Bartoletti , Massimo ; Cimoli , Tiziana decentralized application platform . " white paper ( 2014 ) . 
( 2017 ) , “ A survey of attacks on Ethereum smart contracts ” , Delmolino , Kevin , Mitchell Arnett , Ahmed Kosba , 6th International Conference on Principles of Security and Andrew Miller , and Elaine Shi . “ Step by step towards Trust ( POST ) , European Joint Conferences on Theory and 10 
Practice of Software ; creating a safe smart contract : Lessons and insights from a 

“ Vitalik Buterin on Tweeter ( verified ) ” . 18 Apr. 2017 . cryptocurrency lab . ” In International Conference on Finan 
RootStock ( RSK ) is a smart contract platform that is cial Cryptography and Data Security , pp . 79-94 . Springer , 

Berlin , Heidelberg , 2016 . connected to the Bitcoin blockchain through sidechain tech 
nology . RSK is compatible with smart contracts created for 15 Clack , Christopher D. , Vikram A. Bakshi , and Lee Braine . 
Ethereum . See : “ Smart contract templates : foundations , design landscape 

“ RSK — Rootstock Open - Source Smart Contract Bitcoin and research directions . ” arXiv preprint arXiv : 1608.00771 
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20180041486 ; 20180041487 ; 20180041571 ; 20180043386 ; protocols faced is the fact that , while there had been plenty 
20180046766 ; 20180046956 ; 20180046992 ; 20180047111 ; of research on creating secure Byzantine - fault - tolerant mul 
20180048461 ; 20180048463 ; 20180048469 ; 20180048485 ; tiparty consensus systems for many years , all of the proto 
20180048738 ; 20180052462 ; 20180052813 ; 20180052926 ; 45 cols described were solving only half of the problem . The 
20180052927 , 20180052970 ; 20180053158 ; 20180053160 ; protocols assumed that all participants in the system were 
20180053161 ; 20180053182 ; 20180054436 ; 20180054491 ; known , and produced security margins of the form “ if N 
20180060496 ; 20180060596 ; 20180060600 ; 20180060771 ; parties participate , then the system can tolerate up to N / 4 
20180060835 ; 20180060836 ; 20180060860 ; 20180060927 ; malicious actors ” . The problem is , however , that in an 
20180061237 ; 20180062831 ; 20180062835 ; 20180062848 ; 50 anonymous setting such security margins are vulnerable to 
20180063099 ; 20180063139 ; 20180063189 ; 20180063238 ; sybil attacks , where a single attacker creates thousands of 
20180068091 ; 20180068097 ; 20180068130 ; 20180068271 ; simulated nodes on a server or botnet and uses these nodes 
20180068282 ; 20180068359 ; 20180069798 ; and to unilaterally secure a majority share . 
20180069899 . The innovation provided by Satoshi Nakamoto is the idea 

Liquidity , the ability to efficiently convert asset value to 55 of combining a very simple decentralized consensus proto 
cash on demand , is a key characteristic of optimal markets . col , based on nodes combining transactions into a " block " 
Likewise , high transaction costs , inability to liquidate an every ten minutes creating an ever - growing blockchain , with 
asset on demand , and discounting of an asset in order to proof of work as a mechanism through which nodes gain the 
facilitate a transaction represent market inefficiencies . Many right to participate in the system . While nodes with a large 
investment opportunities , such as emerging technologies or 60 amount of computational power do have proportionately 
real estate projects in the developing markets , offer signifi- greater influence , coming up with more computational 
cant earning potential but suffer from a lack of liquidity . power than the entire network combined is much harder than 
Despite the potential for return , earning potential for these simulating a million nodes . Despite the Bitcoin blockchain 
asset classes may remain dormant . Asset liquidity may be model's crudeness and simplicity , it has proven to be good 
limited to due to lack of information , individual asset risk , 65 enough , and would over the next five years become the 
uncertain market conditions , large transaction sizes , and bedrock of over two hundred currencies and protocols 
irregular or infrequent payouts . around the world . 
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Bitcoin as a State Transition System all of the transactions that have taken place since the 
From a technical standpoint , the Bitcoin ledger can be previous block . Over time , this creates a persistent , ever 

thought of as a state transition system , where there is a growing , “ blockchain ” that constantly updates to represent 
" state " consisting of the ownership status of all existing the latest state of the Bitcoin ledger . 
bitcoins and a “ state transition function ” that takes a state 5 The algorithm for checking if a block is valid , expressed 
and a transaction and outputs a new state which is the result . in this paradigm , is as follows : In a standard banking system , for example , the state is a 1. Check if the previous block referenced by the block 
balance sheet , a transaction is a request to move $ X from A exists and is valid 
to B , and the state transition function reduces the value in 2. Check that the timestamp of the block is greater than 
A's account by $ X and increases the value in B’s account by 10 that of the previous block [ 2 ] and less than 2 hours into the $ X . IfA's account has less than $ X in the first place , the state future . transition function returns an error . Hence , one can formally 3. Check that the proof of work on the block is valid . define : 
APPLY ( S , TX ) - > S ' or ERROR 4. Let S [ O ] be the state at the end of the previous block . 
In the banking system defined above : APPLY ( { Alice : 15 5. Suppose TX is the block's transaction list with n 

$ 50 , Bob : $ 50 } , " send $ 20 from Alice to Bob ” ) = { Alice : $ 30 , transactions . For all i in 0 ... n - 1 , setS [ i + 1 ] = APPLY ( S [ i ] , 
Bob : $ 70 } TX [ i ] ) If any application returns an error , exit and return 

But : APPLY ( { Alice : $ 50 , Bob : $ 50 } , “ send $ 70 from false . 
Alice to Bob " ) = ERROR 6. Return true , and register S [ n ] as the state at the end of 

The " state " in Bitcoin is the collection of all coins 20 this block 
( technically , “ unspent transaction outputs ” or UTXO ) that Essentially , each transaction in the block must provide a 
have been minted and not yet spent , with each UTXO having state transition that is valid . Note that the state is not encoded 
a denomination and an owner ( defined by a 20 - byte address in the block in any way ; it is purely an abstraction to be 
which is essentially a cryptographic public key [ 1 ] ) . A trans- remembered by the validating node and can only be ( se 
action contains one or more inputs , with each input con- 25 curely ) computed for any block by starting from the genesis 
taining a reference to an existing UTXO and a cryptographic state and sequentially applying every transaction in every 
signature produced by the private key associated with the block . Additionally , note that the order in which the miner 
owner's address , and one or more outputs , with each output includes transactions into the block matters ; if there are two 
containing a new UTXO to be added to the state . transactions A and B in a block such that B spends a UTXO 

The state transition function APPLY ( S , TX ) - > S ' can be 30 created by A , then the block will be valid if A comes before 
defined roughly as follows : B but not otherwise . 

1. For each input in TX : The interesting part of the block validation algorithm is 
i . If the referenced UTXO is not in return an error . the concept of " proof of work ” : the condition is that the 
ii . If the provided signature does not match the owner of SHA256 hash of every block , treated as a 256 - bit number , 

the UTXO , return an error . 35 must be less than a dynamically adjusted target , which as of 
2. If the sum of the denominations of all input UTXO is the time of this writing is approximately 2190. The purpose 

less than the sum of the denominations of all output UTXO , of this is to make block creation computationally “ hard ” , 
return an error . thereby preventing sybil attackers from remaking the entire 

3. Return S with all input UTXO removed and all output blockchain in their favor . 
UTXO added . Because SHA256 is designed to be a completely unpre 

The first half of the first step prevents transaction senders dictable pseudorandom function , the only way to create a 
from spending coins that do not exist , the second half of the valid block is simply trial and error , repeatedly incrementing 
first step prevents transaction senders from spending other the nonce and seeing if the new hash matches . At the current 
people's coins , and the second step enforces conservation of target of 2192 , this means an average of 264 tries ; in general , 
value . In order to use this for payment , the protocol is as 45 the target is recalibrated by the network every 2016 blocks 
follows . Suppose Alice wants to send 11.7 BTC to Bob . so that on average a new block is produced by some node in 
First , Alice will look for a set of available UTXO that she the network every ten minutes . In order to compensate 
owns that totals up to at least 11.7 BTC . Realistically , Alice miners for this computational work , the miner of every block 
will not be able to get exactly 11.7 BTC ; say that the smallest is entitled to include a transaction giving themselves 25 BTC 
she can get is 6 + 4 + 2 = 12 . She then creates a transaction with 50 out of nowhere . Additionally , if any transaction has a higher 
those three inputs and two outputs . The first output will be total denomination in its inputs than in its outputs , the 
11.7 BTC with Bob's address as its owner , and the second difference also goes to the miner as a “ transaction fee ” . 
output will be the remaining 0.3 BTC “ change ” , with the Incidentally , this is also the only mechanism by which BTC 
owner being Alice herself . are issued ; the genesis state contained no coins at all . 

Mining In order to better understand the purpose of mining , let us 
If we had access to a trustworthy centralized service , this examine what happens in the event of a malicious attacker . 

system would be trivial to implement ; it could simply be Since Bitcoin's underlying cryptography is known to be 
coded exactly as described . However , with Bitcoin we are secure , the attacker will target the one part of the Bitcoin 
trying to build a decentralized currency system , so we will system that is not protected by cryptography directly : the 
need to combine the state transition system with a consensus 60 order of transactions . The attacker's strategy is simple : 
system in order to ensure that everyone agrees on the order 1. Send 100 BTC to a merchant in exchange for some 
of transactions . Bitcoin's decentralized consensus process product ( preferably a rapid - delivery digital good ) 
requires nodes in the network to continuously attempt to 2. Wait for the delivery of the product 
produce packages of transactions called “ blocks ” . The net- 3. Produce another transaction sending the same 100 BTC 
work is intended to produce roughly one block every ten 65 to himself 
minutes , with each block containing a timestamp , a nonce , 4. Try to convince the network that his transaction to 
a reference to ( i.e. , hash of ) the previous block and a list of himself was the one that came first . 
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Once step ( 1 ) has taken place , after a few minutes some hobbyists will be able to participate . A protocol known as 
miner will include the transaction in a block , say block “ simplified payment verification ” ( SPV ) allows for another 
number 270000. After about one hour , five more blocks will class of nodes to exist , called “ light nodes ” , which download 
have been added to the chain after that block , with each of the block headers , verify the proof of work on the block 
those blocks indirectly pointing to the transaction and thus 5 headers , and then download only the “ branches ” associated 
" confirming ” it . At this point , the merchant will accept the with transactions that are relevant to them . This allows light 
payment as finalized and deliver the product ; since we are nodes to determine with a strong guarantee of security what 
assuming this is a digital good , delivery is instant . Now , the the status of any Bitcoin transaction , and their current 
attacker creates another transaction sending the 100 BTC to balance , is while downloading only a very small portion of 
himself . If the attacker simply releases it into the wild , the 10 the entire blockchain . 
transaction will not be processed ; miners will attempt to run Alternative Blockchain Applications 
APPLY ( S , TX ) and notice that TX consumes a UTXO which The idea of taking the underlying blockchain idea and 
is no longer in the state . So instead , the attacker creates a applying it to other concepts also has a long history . In 2005 , 
" fork ” of the blockchain , starting by mining another version Nick Szabo came out with the concept of “ secure property 
of block 270000 pointing to the same block 269999 as a 15 titles with owner authority ” , a document describing how 
parent but with the new transaction in place of the old one . " new advances in replicated database technology ” will allow 
Because the block data is different , this requires redoing the for a blockchain - based system for storing a registry of who 
proof of work . Furthermore , the attacker's new version of owns what land , creating an elaborate framework including 
block 270000 has a different hash , so the original blocks concepts such as homesteading , adverse possession and 
270001 to 270005 do not “ point ” to it ; thus , the original 20 Georgian land tax . However , there was unfortunately no 
chain and the attacker's new chain are completely separate . effective replicated database system available at the time , 
The rule is that in a fork the longest blockchain ( i.e. , the one and so the protocol was never implemented in practice . After 
backed by the largest quantity of proof of work ) is taken to 2009 , however , once Bitcoin's decentralized consensus was 
be the truth , and so legitimate miners will work on the developed a number of alternative applications rapidly 
270005 chain while the attacker alone is working on the 25 began to emerge : 
270000 chain . In order for the attacker to make his block- Namecoin created in 2010 , Namecoin is best described 
chain the longest , he would need to have more computa- as a decentralized name registration database . In decen 
tional power than the rest of the network combined in order tralized protocols like Tor , Bitcoin and BitMessage , 
to catch up ( hence , “ 51 % attack ” ) . there needs to be some way of identifying accounts so 

Merkle Trees that other people can interact with them , but in all 
Left : it suffices to present only a small number of nodes existing solutions the only kind of identifier available is 

in a Merkle tree to give a proof of the validity of a branch . pseudorandom hash 
Right : any attempt to change any part of the Merkle tree likelLW79wp5ZBqaHW1jL5TCIBCrhQYtHagUWy . 

will eventually lead to an inconsistency somewhere up the Ideally , one would like to be able to have an account 
chain . with a name like " george ” . However , the problem is 
An important scalability feature of Bitcoin is that the that if one person can create an account named 

block is stored in a multi - level data structure . The " hash " of " george ” then someone else can use the same process 
a block is actually only the hash of the block header , a to register “ george ” for themselves as well and imper 
roughly 200 - byte piece of data that contains the timestamp , sonate them . The only solution is a first - to - file para 
nonce , previous block hash and the root hash of a data 40 digm , where the first registrant succeeds and the second 
structure called the Merkle tree storing all transactions in the fails a problem perfectly suited for the Bitcoin con 
block . sensus protocol . Namecoin is the oldest , and most 
A Merkle tree is a type of binary tree , composed of a set successful , implementation of a name registration sys 

of nodes with a large number of leaf nodes at the bottom of tem using such an idea . 
the tree containing the underlying data , a set of intermediate 45 Colored coins — the purpose of colored coins is to serve as 
nodes where each node is the hash of its two children , and a protocol to allow people to create their own digital 
finally a single root node , also formed from the hash of its currencies or , in the important trivial case of a cur 
two children , representing the “ top ” of the tree . The purpose rency with one unit , digital tokens , on the Bitcoin 
of the Merkle tree is to allow the data in a block to be blockchain . In the colored coins protocol , one “ issues ” 
delivered piecemeal : a node can download only the header 50 a new currency by publicly assigning a color to a 
of a block from one source , the small part of the tree relevant specific Bitcoin UTXO , and the protocol recursively 
to them from another source , and still be assured that all of defines the color of other UTXO to be the same as the 
the data is correct . The reason why this works is that hashes color of the inputs that the transaction creating them 
propagate upward : if a malicious user attempts to swap in a spent ( some special rules apply in the case of mixed 
fake transaction into the bottom of a Merkle tree , this change 55 color inputs ) . This allows users to maintain wallets 
will cause a change in the node above , and then a change in containing only UTXO of a specific color and send 
the node above that , finally changing the root of the tree and them around much like regular bitcoins , backtracking 
therefore the hash of the block , causing the protocol to through the blockchain to determine the color of any 
register it as a completely different block ( almost certainly UTXO that they receive . 
with an invalid proof of work ) . Metacoins — the idea behind a metacoin is to have a 

The Merkle tree protocol is arguably essential to long- protocol that lives on top of Bitcoin , using Bitcoin 
term sustainability . A “ full node ” in the Bitcoin network , one transactions to store metacoin transactions but having a 
that stores and processes the entirety of every block , takes up different state transition function , APPLY ' . Because the 
about 15 GB of disk space in the Bitcoin network as of April metacoin protocol cannot prevent invalid metacoin 
2014 , and is growing by over a gigabyte per month . Cur- 65 transactions from appearing in the Bitcoin blockchain , 
rently , this is viable for some desktop computers and not a rule is added that if APPLY ' ( S , TX ) returns an error , 
phones , and later on in the future only businesses and the protocol defaults to APPLY ' ( S , TX ) = S . This pro 
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vides an easy mechanism for creating an arbitrary thing . The main category that is missing is loops . This 
cryptocurrency protocol , potentially with advanced is done to avoid infinite loops during transaction veri 
features that cannot be implemented inside of Bitcoin fication ; theoretically it is a surmountable obstacle for 
itself , but with a very low development cost since the script programmers , since any loop can be simulated by 
complexities of mining and networking are already 5 simply repeating the underlying code many times with 
handled by the Bitcoin protocol . an if statement , but it does lead to scripts that are very 

Thus , in general , there are two approaches toward build space - inefficient . For example , implementing an alter 
ing a consensus protocol : building an independent network , native elliptic curve signature algorithm would likely 
and building a protocol on top of Bitcoin . The former require 256 repeated multiplication rounds all individu 
approach , while reasonably successful in the case of appli- 10 ally included in the code . 
cations like Namecoin , is difficult to implement ; each indi- Value - blindness — there is no way for a UTXO script to 
vidual implementation needs to bootstrap an independent provide fine - grained control over the amount that can 
blockchain , as well as building and testing all of the neces- be withdrawn . For example , one powerful use case of 
sary state transition and networking code . Additionally , we an oracle contract would be a hedging contract , where 
predict that the set of applications for decentralized consen- 15 A and B put in $ 1000 worth of BTC and after 30 days 
sus technology will follow a power law distribution where the script sends $ 1000 worth of BTC to A and the rest 
the vast majority of applications would be too small to to B. This would require an oracle to determine the 
warrant their own blockchain , and we note that there exist value of 1 BTC in USD , but even then it is a massive 
large classes of decentralized applications , particularly improvement in terms of trust and infrastructure 
decentralized autonomous organizations , that need to inter- 20 requirement over the fully centralized solutions that are 
act with each other . available now . However , because UTXO are all - or 

The Bitcoin - based approach , on the other hand , has the nothing , the only way to achieve this is through the 
flaw that it does not inherit the simplified payment verifi- very inefficient hack of having many UTXO of varying 
cation features of Bitcoin . SPV works for Bitcoin because it denominations ( e.g. , one UTXO of 2k for every k up to 
can use blockchain depth as a proxy for validity ; at some 25 30 ) and having the oracle pick which UTXO to send to 
point , once the ancestors of a transaction go far enough back , A and which to B. 
it is safe to say that they were legitimately part of the state . Lack of state — UTXO can either be spent or unspent ; 
Blockchain - based meta - protocols , on the other hand , cannot there is no opportunity for multi - stage contracts or 
force the blockchain not to include transactions that are not scripts which keep any other internal state beyond that . 
valid within the context of their own protocols . Hence , a 30 This makes it hard to make multi - stage options con 
fully secure SPV meta - protocol implementation would need tracts , decentralized exchange offers or two - stage cryp 
to backward scan all the way to the beginning of the Bitcoin tographic commitment protocols ( necessary for secure 
blockchain determine whether or not certain transactions computational bounties ) . It also means that UTXO can 
are valid . Currently , all “ light ” implementations of Bitcoin only be used to build simple , one - off contracts and not 
based meta - protocols rely on a trusted server to provide the 35 more complex “ stateful ” contracts such as decentral 
data , arguably a highly suboptimal result especially when ized organizations , and makes meta - protocols difficult 
one of the primary purposes of a cryptocurrency is to to implement . Binary state combined with value - blind 
eliminate the need for trust . ness also mean that another important application , 

Scripting withdrawal limits , is impossible . 
Even without any extensions , the Bitcoin protocol actu- 40 Blockchain - blindness — UTXO are blind to blockchain 

ally does facilitate a weak version of a concept of “ smart data such as the nonce and previous hash . This severely 
contracts ” . UTXO in Bitcoin can be owned not just by a limits applications in gambling , and several other cat 
public key , but also by a more complicated script expressed egories , by depriving the scripting language of a poten 
in a simple stack - based programming language . In this tially valuable source of randomness . 
paradigm , a transaction spending that UTXO must provide 45 Thus , we see three approaches to building advanced 
data that satisfies the script . Indeed , even the basic public applications on top of cryptocurrency : building a new block 
key ownership mechanism is implemented via a script : the chain , using scripting on top of Bitcoin , and building a 
script takes an elliptic curve signature as input , verifies it meta - protocol on top of Bitcoin . Building a new blockchain 
against the transaction and the address that owns the UTXO , allows for unlimited freedom in building a feature set , but at 
and returns 1 if the verification is successful and 0 otherwise . 50 the cost of development time and bootstrapping effort . Using 
Other , more complicated , scripts exist for various additional scripting is easy to implement and standardize , but is very 
use cases . For example , one can construct a script that limited in its capabilities , and meta - protocols , while easy , 
requires signatures from two out of a given three private suffer from faults in scalability . With Ethereum , we intend to 
keys to validate ( “ multisig ” ) , a setup useful for corporate build a generalized framework that can provide the advan 
accounts , secure savings accounts and some merchant 55 tages of all three paradigms at the same time . 
escrow situations . Scripts can also be used to pay bounties Ethereum 
for solutions to computational problems , and one can even The intent of Ethereum is to merge together and improve 
construct a script that says something like " this Bitcoin upon the concepts of scripting , altcoins and on - chain meta 
UTXO is yours if you can provide an SPV proof that you protocols , and allow developers to create arbitrary consen 
sent a Dogecoin transaction of this denomination to me ” , 60 sus - based applications that have the scalability , standardiza 
essentially allowing decentralized cross - cryptocurrency tion , feature - completeness , ease of development and 
exchange . interoperability offered by these different paradigms all at 

However , the scripting language as implemented in Bit- the same time . Ethereum does this by building what is 
coin has several important limitations : essentially the ultimate abstract foundational layer : a block 

Lack of Turing - completeness — that is to say , while there 65 chain with a built - in Turing - complete programming lan 
is a large subset of computation that the Bitcoin script- guage , allowing anyone to write smart contracts and decen 
ing language supports , it does not nearly support every- tralized applications where they can create their own 
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arbitrary rules for ownership , transaction formats and state of a decentralized organization ( a contract ) be an escrow 
transition functions . A bare - bones version of Namecoin can account ( another contract ) between an paranoid individual 
be written in two lines of code , and other protocols like employing custom quantum - proof Lamport signatures ( a 
currencies and reputation systems can be built in under third contract ) and a co - signing entity which itself uses an 
twenty . Smart contracts , cryptographic “ boxes ” that contain 5 account with five keys for security ( a fourth contract ) . The 
value and only unlock it if certain conditions are met , can strength of the Ethereum platform is that the decentralized 
also be built on top of our platform , with vastly more power organization and the escrow contract do not need to care 
than that offered by Bitcoin scripting because of the added about what kind of account each party to the contract is . 
powers of Turing - completeness , value - awareness , block- Ethereum State Transition Function 
chain - awareness and state . The Ethereum state transition function , APPLY ( S , TX ) ? 

Ethereum Accounts S ' can be defined as follows : 
In Ethereum , the state is made up of objects called 1. Check if the transaction is well - formed ( i.e. , has the 

“ accounts ” , with each account having a 20 - byte address and right number of values ) , the signature is valid , and the nonce 
state transitions being direct transfers of value and informa- matches the nonce in the sender's account . If not , return an 
tion between accounts . An Ethereum account contains four 15 error . 
fields : 2 . Calculate the transaction fee 
The nonce , a counter used to make sure each transaction STARTGAS * GASPRICE , and determine the sending 

can only be processed once address from the signature . Subtract the fee from the send 
The account's current ether balance er's account balance and increment the sender's nonce . If 
The account’s contract code , if present 20 there is not enough balance to spend , return an error . 
The account's storage ( empty by default ) 3. Initialize GAS = STARTGAS , and take off a certain 
“ Ether ” is the main internal crypto - fuel of Ethereum , and quantity of gas per byte to pay for the bytes in the transac 

is used pay transaction fees . In general , there are two tion . 
types of accounts : externally owned accounts , controlled by 4. Transfer the transaction value from the sender's 
private keys , and contract accounts , controlled by their 25 account to the receiving account . If the receiving account 
contract code . An externally owned account has no code , does not yet exist , create it . If the receiving account is a 
and one can send messages from an externally owned contract , run the contracts code either to completion or until 
account by creating and signing a transaction ; in a contract the execution runs out of gas . 
account , every time the contract account receives a message 5. If the value transfer failed because the sender did not 
its code activates , allowing it to read and write to internal 30 have enough money , or the code execution ran out of gas , 
storage and send other messages or create contracts in turn . revert all state changes except the payment of the fees , and 

Messages and Transactions add the fees to the miner's account . 
“ Messages ” in Ethereum are somewhat similar " trans- 6. Oth refund the fees for all remaining gas to the 

actions ” in Bitcoin , but with three important differences . sender , and send the fees paid for gas consumed to the miner . 
First , an Ethereum message can be created either by an 35 For example , suppose that the contract's code is : 
external entity or a contract , whereas a Bitcoin transaction if ! contract.storage [ msg.data [ 0 ] ] : 
can only be created externally . Second , there is an explicit contract.storage [ msg.data [ 0 ] ] = msg.data [ 1 ] 
option for Ethereum messages to contain data . Finally , the Note that in reality the contract code is written in the 
recipient of an Ethereum message , if it is a contract account , low - level EVM code ; this example is written in Serpent , our 
has the option to return a response ; this means that Ethereum 40 high - level language , for clarity , and can be compiled down 
messages also encompass the concept of functions . to EVM code . Suppose that the contract's storage starts off 

The term “ transaction ” is used in Ethereum to refer to the empty , and a transaction is sent with 10 ether value , 2000 
signed data package that stores a message to be sent from an gas , 0.001 ether gasprice , and two data fields : [ 2 , " CHAR 
externally owned account . Transactions contain the recipient LIE ' ] [ 3 ] . The process for the state transition function in this 
of the message , a signature identifying the sender , the 45 case is as follows : 
amount of ether and the data to send , as well as two values 1. Check that the transaction is valid and well formed . 
called STARTGAS and GASPRICE . In order to prevent 2. Check that the transaction sender has at least 
exponential blowup and infinite loops in code , each trans- 2000 * 0.001 = 2 ether . If it is , then subtract 2 ether from the 
action is required to set a limit to how many computational sender's account . 
steps of code execution it can spawn , including both the 50 3. Initialize gas = 2000 ; assuming the transaction is 170 
initial message additional messages that get bytes long and the byte - fee is 5 , subtract 850 so that there is 
spawned during execution . STARTGAS is this limit , and 1150 gas left . 
GASPRICE is the fee to pay to the miner per computational 4. Subtract 10 more ether from the sender's account , and 
step . If transaction execution “ runs out of gas ” , all state add it to the contract's account . 
changes revert except for the payment of the fees , and if 55 5. Run the code . In this case , this is simple : it checks if the 
transaction execution halts with some gas remaining then the contract’s storage at index 2 is used , notices that it is not , and 
remaining portion of the fees is refunded to the sender . There so it sets the storage at index 2 to the value CHARLI.E . , 
is also a separate transaction type , and corresponding mes- Suppose this takes 187 gas , so the remaining amount of gas 
sage type , for creating a contract ; the address of a contract is 1150-187 = 963 
is calculated based on the hash of the account nonce and 60 6. Add 963 * 0.001 = 0.963 ether back to the sender's 
transaction data . account , and return the resulting state . 
An important consequence of the message mechanism is If there was no contract at the receiving end of the 

the “ first class citizen ” property of Ethereum — the idea that transaction , then the total transaction fee would simply be 
contracts have equivalent powers to external accounts , equal to the provided GASPRICE multiplied by the length 
including the ability to send message and create other 65 of the transaction in bytes , and the data sent alongside the 
contracts . This allows contracts to simultaneously serve transaction would be irrelevant . Additionally , note that con 
many different roles : for example , one might have a member tract - initiated messages can assign a gas limit to the com 
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putation that they spawn , and if the sub - computation runs If any applications returns an error , or if the total gas 
out of gas it gets reverted only to the point of the message consumed in the block up until this point exceeds the 
call . Hence , just like transactions , contracts can secure their GASLIMIT , return an error . 
limited computational resources by setting strict limits on 7. Let S_FINAL be S [ n ] , but adding the block reward paid 
the sub - computations that they spawn . 5 to the miner . 

Code Execution 8. Check if S_FINAL is the same as the STATE_ROOT . 
The code in Ethereum contracts is written in a low - level , If it is , the block is valid ; otherwise , it is not valid . 

stack - based bytecode language , referred to as “ Ethereum The approach may seem highly inefficient at first glance , 
virtual machine code ” or “ EVM code ” . The code consists of because it needs to store the entire state with each block , but 
a series of bytes , where each byte represents an operation . In 10 in reality efficiency should be comparable to that of Bitcoin . 

The reason is that the state is stored in the tree structure , and general , code execution is an infinite loop that consists of after every block only a small part of the tree needs to be repeatedly carrying out the operation at the current program changed . Thus , in general , between two adjacent blocks the counter ( which begins at zero ) and then incrementing the vast majority of the tree should be the same , and therefore program counter by one , until the end of the code is reached 15 the data can be stored once and referenced twice using or an error or STOP or RETURN instruction is detected . The pointers ( i.e. , hashes of subtrees ) . A special kind of tree 
operations have access to three types of space in which to known as a “ Patricia tree ” is used to accomplish this , 
store data : including a modification to the Merkle tree concept that 

The stack , a last - in - first - out container to which 32 - byte allows for nodes to be inserted and deleted , and not just 
values can be pushed and popped 20 changed , efficiently . Additionally , because all of the state 

Memory , an infinitely expandable byte array information is part of the last block , there is no need to store 
The contract's long - term storage , a key / value store where the entire blockchain history — a strategy which , if it could 

keys and values are both 32 bytes . Unlike stack and be applied to Bitcoin , can be calculated to provide 5-20 % 
memory , which reset after computation ends , storage savings in space . 
persists for the long term . Applications 

The code can also access the value , sender and data of the In general , there are three types of applications on top of 
incoming message , as well as block header data , and the Ethereum . The first category is financial applications , pro 
code can also return a byte array of data as an output . viding users with more powerful ways of managing and 

The formal execution model of EVM code is surprisingly entering into contracts using their money . This includes 
simple . While the Ethereum virtual machine is running , its 30 sub - currencies , financial derivatives , hedging contracts , sav 
full computational state can be defined by the tuple ( block_ ings wallets , wills , and ultimately even some classes of 
state , transaction , message , code , memory , stack , pc , gas ) , full - scale employment contracts . The second category is 
where block_state is the global state containing all accounts semi - financial applications , where money is involved but 
and includes balances and storage . Every round of execu- there is also a heavy non - monetary side to what is being 
tion , the current instruction is found by taking the pc - th byte 35 done ; a perfect example is self - enforcing bounties for solu 
of code , and each instruction has its own definition in terms tions to computational problems . Finally , there are applica 
of how it affects the tuple . For example , ADD pops two tions such as online voting and decentralized governance 
items off the stack and pushes their sum , reduces gas by 1 that are not financial at all . 
and increments pc by 1 , and SSTO RE pushes the top two Token Systems 
items off the stack and inserts the second item into the 40 On - blockchain token systems have many applications 
contract's storage at the index specified by the first item , as ranging from sub - currencies representing assets such as 
well as reducing gas by up to 200 and incrementing pc by 1 . USD or gold to company stocks , individual tokens repre 
Although there are many ways to optimize Ethereum via senting smart property , secure unforgeable coupons , and 
just - in - time compilation , a basic implementation of even token systems with no ties to conventional value at all , 
Ethereum can be done in a few hundred lines of code . 45 used as point systems for incentivization . Token systems are 

Blockchain and Mining surprisingly easy to implement in Ethereum . The key point 
The Ethereum blockchain is in many ways similar to the to understand is that all a currency , or token system , fun 

Bitcoin blockchain , although it does have some differences . damentally is a database with one operation : subtract X units 
The main difference between Ethereum and Bitcoin with from A and give X units to B , with the proviso that ( i ) X had 
regard to the blockchain architecture is that , unlike Bitcoin , 50 at least X units before the transaction and ( 2 ) the transaction 
Ethereum blocks contain a copy of both the transaction list is approved by A. All that it takes to implement a token 
and the most recent state . Aside from that , two other values , system is to implement this logic into a contract . 
the block number and the difficulty , are also stored in the The basic code for implementing a token system in 
block . The block validation algorithm in Ethereum is as Serpent looks as follows : 
follows : from = msg.sender to = msg.data [ 0 ] value = msg.data [ 1 ] 

1. Check if the previous block referenced exists and is if contract.storage [ from ] > = value : 
valid . contract.storage [ from ] = contract.storage [ from ] -value 

2. Check that the timestamp of the block is greater than contract.storage [ to ] = contract.storage [ to ] + value 
that of the referenced previous block and less than 15 This is essentially a literal implementation of the “ bank 
minutes into the future 60 ing system ” state transition function described further above 

3. Check that the block number , difficulty , transaction in this document . A few extra lines of code need to be added 
root , uncle root and gas limit ( various low - level Ethereum- to provide for the initial step of distributing the currency 
specific concepts ) are valid . units in the first place and a few other edge cases , and ideally 

4. Check that the proof of work on the block is valid . a function would be added to let other contracts query for the 
5. Let S [ O ] be the STATE_ROOT of the previous block . 65 balance of an address . But that's all there is to it . Theoreti 
6. Let TX be the block's transaction list , with n transac- cally , Ethereum - based token systems acting as sub - curren 

tions . For all in in 0 ... n - 1 , setS [ i + 1 ] = APPLY ( S [ i ] , TX [ i ] ) . cies can potentially include another important feature that 
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on - chain Bitcoin - based meta - currencies lack : the ability to no licenses and can likely be categorized as free speech ) and 
pay transaction fees directly in that currency . The way this reducing the potential for fraud . 
would be implemented is that the contract would maintain Identity and Reputation Systems 
an ether balance with which it would refund ether used to The earliest alternative cryptocurrency of all , Namecoin , 
pay fees to the sender , and it would refill this balance by 5 attempted to use a Bitcoin - like blockchain to provide a name 
collecting the internal currency units that it takes in fees and registration system , where users can register their names in 
reselling them in a constant running auction . Users would a public database alongside other data . The major cited use 
thus need to " activate ” their accounts with ether , but once case is for a DNS system , mapping domain names like 
the ether is there it would be reusable because the contract “ bitcoin.org ” ( or , in Namecoin's case , “ bitcoin.bit ” ) to an IP 
would refund it each time . 10 address . Other use cases include email authentication and 

potentially more advanced reputation systems . Here is the Financial Derivatives and Stable - Value Currencies 
Financial derivatives are the most common application of basic contract to provide a Namecoin - like name registration 

system on Ethereum : a “ smart contract ” , and one of the simplest to implement in if ! contract.storage [ tx.data [ 0 ] ] : code . The main challenge in implementing financial con contract.storage [ tx.data [ 0 ] ] = tx.data [ 1 ] tracts is that the majority of them require reference to an The contract is very simple ; all it is a database inside the external price ticker ; for example , a very desirable applica Ethereum network that can be added to , but not modified or 
tion is a smart contract that hedges against the volatility of removed from . Anyone can register a name with some value , 
ether ( or another cryptocurrency ) with respect to the US and that registration then sticks forever . A more sophisti 
dollar , but doing this requires the contract to know what the 20 cated name registration contract will also have a “ function 
value of ETH / USD is . The simplest way to do this is through clause ” allowing other contracts to query it , as well as a 
a “ data feed ” contract maintained by a specific party ( e.g. , mechanism for the “ owner ” ( i.e. , the first registerer ) of a 
NASDAQ ) designed so that that party has the ability to name to change the data or transfer ownership . One can even 
update the contract as needed , and providing an interface add reputation and web - of - trust functionality on top . 
that allows other contracts to send a message to that contract 25 Decentralized File Storage 
and get back a response that provides the price . Over the past few years , there have emerged a number of 

Given that critical ingredient , the hedging contract would popular online file storage startups , the most prominent 
look as follows : being Dropbox , seeking to allow users to upload a backup of 

1. Wait for party A to input 1000 ether . their hard drive and have the service store the backup and 
2. Wait for party B to input 1000 ether . 30 allow the user to access it in exchange for a monthly fee . 
3. Record the USD value of 1000 ether , calculated by However , at this point the file storage market is at times 

querying the data feed contract , in storage , say this is $ x . relatively inefficient ; a cursory look at various existing 
4. After 30 days , allow A or B to " ping " the contract in solutions shows particularly at the “ uncanny valley ” 

order to send $ x worth of ether ( calculated by querying the 20-200 GB level at which neither free quotas nor enterprise 
data feed contract again to get the new price ) to A and the 35 level discounts kick in , monthly prices for mainstream file 
rest to B. storage costs are such that you are paying for more than the 

Such a contract would have significant potential in crypto- cost of the entire hard drive in a single month . Ethereum 
commerce . One of the main problems cited about crypto- contracts can allow for the development of a decentralized 
currency is the fact that it's volatile ; although many users file storage ecosystem , where individual users can earn 
and merchants may want the security and convenience of 40 small quantities of money by renting out their own hard 
dealing with cryptographic assets , they many not wish to drives and unused space can be used to further drive down 
face that prospect of losing 23 % of the value of their funds the costs of file storage . 
in a single day . Up until now , the most commonly proposed The key underpinning piece of such a device would be 
solution has been issuer - backed assets ; the idea is that an what we have termed the “ decentralized Dropbox contract ” . 
issuer creates a sub - currency in which they have the right to 45 This contract works as follows . First , one splits the desired 
issue and revoke units , and provide one unit of the currency data up into blocks , encrypting each block for privacy , and 
to anyone who provides them ( offline ) with one unit of a builds a Merkle tree out of it . One then makes a contract with 
specified underlying asset ( e.g. , gold , USD ) . The issuer then the rule that , every N blocks , the contract would pick a 
promises to provide one unit of the underlying asset to random index in the Merkle tree ( using the previous block 
anyone who sends back one unit of the crypto - asset . This 50 hash , accessible from contract code , as a source of random 
mechanism allows any non - cryptographic asset to be ness ) , and give X ether to the first entity to supply a 
“ uplifted ” into a cryptographic asset , provided that the issuer transaction with a simplified payment verification - like proof 
can be trusted . of ownership of the block at that particular index in the tree . 

In practice , however , issuers are not always trustworthy , When a user wants to re - download their file , they can use a 
and in some cases the banking infrastructure is too weak , or 55 micropayment channel protocol ( e.g. , pay 1 szabo per 32 
too hostile , for such services to exist . Financial derivatives kilobytes ) to recover the file ; the most fee - efficient approach 
provide an alternative . Here , instead of a single issuer is for the payer not to publish the transaction until the end , 
providing the funds to back up an asset , a decentralized instead replacing the transaction with a slightly more lucra 
market of speculators , betting that the price of a crypto- tive one with the same nonce after every 32 kilobytes . 
graphic reference asset will go up , plays that role . Unlike 60 An important feature of the protocol is that , although it 
issuers , speculators have no option to default on their side of may seem like one is trusting many random nodes not to 
the bargain because the hedging contract holds their funds in decide to forget the file , one can reduce that risk down to 
escrow . Note that this approach is not fully decentralized , near - zero by splitting the file into many pieces via secret 
because a trusted source is still needed to provide the price sharing , and watching the contracts to see each piece is still 
ticker , although arguably even still this is a massive 65 in some node's possession . If a contract is still paying out 
improvement in terms of reducing infrastructure require- money , that provides a cryptographic proof that someone out 
ments ( unlike being an issuer , issuing a price feed requires there is still storing the file . 
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Decentralized Autonomous Organizations dividing line is whether the governance is generally carried 
The general concept of a “ decentralized organization ” is out via a political - like process or an “ automatic ” process , a 

that of a virtual entity that has a certain set of members or good intuitive test is the “ no common language ” criterion : 
shareholders which , perhaps with a 67 % majority , have the can the organization still function if no two members spoke 
right to spend the entity's funds and modify its code . The 5 the same language ? Clearly , a simple traditional share 
members would collectively decide on how the organization holder - style corporation would fail , whereas something like 
should allocate its funds . Methods for allocating a DAO's the Bitcoin protocol would be much more likely to succeed . 
funds could range from bounties , salaries to even more Robin Hanson's futarchy , a mechanism for organizational 
exotic mechanisms such as an internal currency to reward governance via prediction markets , is a good example of 
work . This essentially replicates the legal trappings of a 10 what truly “ autonomous ” governance might look like . Note 
traditional company or nonprofit but using only crypto- that one should not necessarily assume that all DAOs are 
graphic blockchain technology for enforcement . So far superior to all DOs ; automation is simply a paradigm that is 
much of the talk around DAOs has been around the “ capi- likely to have very large benefits in certain particular places 
talist ” model of a “ decentralized autonomous corporation ” and may not be practical in others , and many semi - DAOs are 
( DAC ) with dividend - receiving shareholders and tradable 15 also likely to exist . 
shares ; an alternative , perhaps described as a “ decentralized Further Applications 
autonomous community ” , would have all members have an 1. Savings wallets . Suppose that Alice wants to keep her 
equal share in the decision making and require 67 % of funds safe , but is worried that she will lose or someone will 
existing members to agree to add or remove a member . The hack her private key . She puts ether into a contract with Bob , 
requirement that one person can only have one membership 20 a bank , as follows : 
would then need to be enforced collectively by the group . Alice alone can withdraw a maximum of 1 % of the funds 
A general outline for how to code a DO is as follows . The 

simplest design is simply a piece of self - modifying code that Bob alone can withdraw a maximum of 1 % of the funds 
changes if two thirds of members agree on a change . per day , but Alice has the ability to make a transaction 
Although code is theoretically immutable , one can easily get 25 with her key shutting off this ability . 
around this and have de - facto mutability by having chunks Alice and Bob together can withdraw anything . 
of the code in separate contracts , and having the address of Normally , 1 % per day is enough for Alice , and if Alice 
which contracts to call stored in the modifiable storage . In a wants to withdraw more she can contact Bob for help . If 
simple implementation of such a DAO contract , there would Alice's key gets hacked , she runs to Bob to move the funds 
be three transaction types , distinguished by the data pro- 30 to a new contract . If she loses her key , Bob will get the funds 
vided in the transaction : out eventually . If Bob turns out to be malicious , then she can 

[ 0,1 , K , V ] to register a proposal with index i to change the turn off his ability to withdraw . 
address at storage index K value V 2. Crop insurance . One can easily make a financial 

[ 0 , i ] to register a vote in favor of proposal i derivatives contract but using a data feed of the weather 
[ 2 , i ] to finalize proposal i if enough votes have been made 35 instead of any price index . If a farmer in Iowa purchases a 
The contract would then have clauses for each of these . It derivative that pays out inversely based on the precipitation 

would maintain a record of all open storage changes , along in Iowa , then if there is a drought , the farmer will automati 
with a list of who voted for them . It would also have a list cally receive money and if there is enough rain the farmer 
of all members . When any storage change gets to two thirds will be happy because their crops would do well . 
of members voting for it , a finalizing transaction could 40 3. A decentralized data feed . For financial contracts for 
execute the change . A more sophisticated skeleton would difference , it may actually be possible to decentralize the 
also have built - in voting ability for features like sending a data feed via a protocol called " SchellingCoin ” . Schelling 
transaction , adding members and removing members , and Coin basically works as follows : N parties all put into the 
may even provide for Liquid Democracy - style vote delega- system the value of a given datum ( e.g. , the ETH / USD 
tion ( i.e. , anyone can assign someone to vote for them , and 45 price ) , the values are sorted , and everyone between the 25th 
assignment is transitive so if A assigns B and B assigns C and 75th percentile gets one token as a reward . Everyone has 
then C determines A's vote ) . This design would allow the the incentive to provide the answer that everyone else will 
DO to grow organically as a decentralized community , provide , and the only value that a large number of players 
allowing people to eventually delegate the task of filtering can realistically agree on is the obvious default : the truth . 
out who is a member to specialists , although unlike in the 50 This creates a decentralized protocol that can theoretically 
" current system ” specialists can easily pop in and out of provide any number of values , including the ETH / USD 
existence over time as individual community members price , the temperature in Berlin or even the result of a 
change their alignments . particular hard computation . 
An alternative model is for a decentralized corporation , 4. Smart multi - signature escrow . Bitcoin allows multisig 

where any account can have zero or more shares , and two 55 nature transaction contracts where , for example , three out of 
thirds of the shares are required to make a decision . A a given five keys can spend the funds . Ethereum allows for 
complete skeleton would involve asset management func- more granularity ; for example , four out of five can spend 
tionality , the ability to make an offer to buy or sell shares , everything , three out of five can spend up to 10 % per day , 
and the ability to accept offers ( preferably with an order- and two out of five can spend up to 0.5 % per day . Addi 
matching mechanism inside the contract ) . Delegation would 60 tionally , Ethereum multisig is asynchronous — two parties 
also exist Liquid Democracy - style , generalizing the concept can register their signatures on the blockchain at different 
of a “ board of directors ” . times and the last signature will automatically send the 

In the future , more advanced mechanisms for organiza- transaction . 
tional governance may be implemented ; it is at this point that 5. Cloud computing . The EVM technology can also be 
a decentralized organization ( DO ) can start to be described 65 used to create a verifiable computing environment , allowing 
as a decentralized autonomous organization ( DAO ) . The users to ask others to carry out computations and then 
difference between a DO and a DAO is fuzzy , but the general optionally ask for proofs that computations at certain ran 
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domly selected checkpoints were done correctly . This allows reward , and the nephew that includes the stale block receives 
for the creation of a cloud computing market where any user the remaining 6.25 % . Transaction fees , however , are not 
can participate with their desktop , laptop or specialized awarded to uncles . 
server , and spot - checking together with security deposits can Ethereum implements simplified version of GHOST 
be used to ensure that the system is trustworthy ( i.e. , nodes 5 which only goes down five levels . Specifically , a stale block 
cannot profitably cheat ) . Although such a system may not be can only be included as an uncle by the 2nd to 5th generation 
suitable for all tasks ; tasks that require a high level of child of its parent , and not any block with a more distant 
inter - process communication , for example , cannot easily be relation ( e.g. , 6th generation child of a parent , or 3rd 
done on a large cloud of nodes . Other tasks , however , are generation child of a grandparent ) . This was done for several 
much easier to parallelize ; projects like SETI @ home , 10 reasons . First , unlimited GHOST would include too many 
folding @ home and genetic algorithms can easily be imple- complications into the calculation of which uncles for a 
mented on top of such a platform . given block are valid . Second , unlimited GHOST with 

6. Peer - to - peer gambling . Any number of peer - to - peer compensation as used in Ethereum removes the incentive for 
gambling protocols , such as Frank Stajano and Richard a miner to mine on the main chain and not the chain of a 
Clayton's Cyberdice , can be implemented on the Ethereum 15 public attacker . Finally , calculations show that five - level 
blockchain . The simplest gambling protocol is actually GHOST with incentivization is over 95 % efficient even with 
simply a contract for difference on the next block hash , and a 15s block time , and miners with 25 % hashpower show 
more advanced protocols can be built up from there , creating centralization gains of less than 3 % . 
gambling services with near - zero fees that have no ability to Fees 
cheat . Because every transaction published into the blockchain 

7. Prediction markets . Provided an oracle or Schelling- imposes on the network the cost of needing to download and 
Coin , prediction markets are also easy to implement , and verify it , there is a need for some regulatory mechanism , 
prediction markets together with SchellingCoin may prove typically involving transaction fees , to prevent abuse . The 
to be the first mainstream application of futarchy as a default approach , used in Bitcoin , is to have purely volun 
governance protocol for decentralized organizations . 25 tary fees , relying on miners to act as the gatekeepers and set 

8. On - chain decentralized marketplaces , using the identity dynamic minimums . This approach has been received very 
and reputation system as a base . favorably in the Bitcoin community particularly because it is 

Miscellanea And Concerns " market - based ” , allowing supply and demand between min 
Modified GHOST Implementation ers and transaction senders determine the price . The problem 
The “ Greedy Heaviest Observed Subtree ” ( GHOST ) pro- 30 with this line of reasoning is , however , that transaction 

tocol is an innovation first introduced by Yonatan Sompo- processing is not a market ; although it is intuitively attrac 
linsky and Aviv Zohar in December 2013. Note however that tive to construe transaction processing as a service that the 
a recent paper [ 31 ] argues that , while uncle blocks do miner is offering the sender , in reality every transaction 
provide block rewards to miners , they do not contribute that a miner includes will need to be processed by every 
towards the difficulty of the main chain . Therefore , 35 node in the network , so the vast majority of the cost of 
Ethereum does not actually apply the GHOST protocol . The transaction processing is borne by third parties and not the 
motivation behind GHOST is that blockchains with fast miner that is making the decision of whether or not to 
confirmation times currently suffer from reduced security include it . Hence , tragedy - of - the - commons problems are 
due to a high stale rate because blocks take a certain time very likely to occur . 
to propagate through the network , if miner A mines a block 40 However , as it turns out this flaw in the market - based 
and then miner B happens to mine another block before mechanism , when given a particular inaccurate simplifying 
miner A's block propagates to B , miner B's block will end assumption , magically cancels itself out . The argument is as 
up wasted and will not contribute to network security . follows . Suppose that : 
Furthermore , there is a centralization issue : if miner A is a 1. A transaction leads to k operations , offering the reward 
mining pool with 30 % hashpower and B has 10 % hash- 45 KR to any miner that includes it where R is set by the sender 
power , À will have a risk of producing a stale block 70 % of and k and R are ( roughly ) visible to the miner beforehand . 
the time ( since the other 30 % of the time A produced the last 2. An operation has a processing cost of C to any node 
block and so will get mining data immediately ) whereas B ( i.e. , all nodes have equal efficiency ) 
will have a risk of producing a stale block 90 % of the time . 3. There are N mining nodes , each with exactly equal 
Thus , if the block interval is short enough for the stale rate 50 processing power ( i.e. , 1 / N of total ) 
to be high , A will be substantially more efficient simply by 4. No non - mining full nodes exist . 
virtue of its size . With these two effects combined , block- A miner would be willing to process a transaction if the 
chains which produce blocks quickly are very likely to lead expected reward is greater than the cost . Thus , the expected 
to one mining pool having a large enough percentage of the reward is kR / N since the miner has a 1 / N chance of 
network hashpower to have de facto control over the mining 55 processing the next block , and the processing cost for the 
process . miner is simply k? . Hence , miners will include transactions 
As described by Sompolinsky and Zohar , GHOST solves where kR / N > kC , or R > NC . Note that R is the per - operation 

the first issue of network security loss by including stale fee provided by the sender , and is thus a lower bound on the 
blocks in the calculation of which chain is the “ longest ” ; that benefit that the sender derives from the transaction , and NC 
is to say , not just the parent and further ancestors of a block , 60 is the cost to the entire network together of processing an 
but also the stale children of the block's ancestors ( in operation . Hence , miners have the incentive to include only 
Ethereum jargon , " uncles ” ) are added to the calculation of those transactions for which the total utilitarian benefit 
which block has the largest total proof of work backing it . To exceeds the cost . 
solve the second issue of centralization bias , we go beyond However , there are several important deviations from 
the protocol described by Sompolinsky and Zohar , and also 65 those assumptions in reality : 
allow stales to be registered into the main chain to receive 1. The miner does pay a higher cost to process the 
a block reward : a stale block receives 93.75 % of its base transaction than the other verifying nodes , since the extra 

a 

a 



a 

5 

US 11,188,977 B2 
27 28 

verification time delays block propagation and thus but not letting the balance go down ) . The contract 
increases the chance the block will become a stale . author does not need to worry about protecting against 

2. There do exist non - mining full nodes . such attacks , because if execution stops halfway 
3. The mining power distribution may end up radically through the changes get reverted . 

inegalitarian in practice . A financial contract works by taking the median of nine 4. Speculators , political enemies and crazies whose utility proprietary data feeds in order to minimize risk . An 
function includes causing harm to the network do exist , and attacker takes over one of the data feeds , which is 
they can cleverly set up contracts whose cost is much lower designed to be modifiable via the variable - address - call 
than the cost paid by other verifying nodes . mechanism described in the section on DAOs , and 

Point 1 above provides a tendency for the miner to include 10 converts it to run an infinite loop , thereby attempting to 
fewer transactions , and point 2 increases NC ; hence , these force any attempts to claim funds from the financial 
two effects at least partially cancel each other out . Points 3 contract to run out of gas . However , the financial 
and 4 are the major issue ; to solve them we simply institute contract can set a gas limit on the message to prevent 
a floating cap : no block can have more operations than this problem . 
BLK_LIMIT_FACTOR times the long - term exponential 15 The alternative to Turing - completeness is Turing - incom 
moving average . Specifically : pleteness , where JUMP and JUMPI do not exist and only 

blk.oplimit = floor ( ( blk.parent.oplimit * ( EMAFACTOR one copy of each contract is allowed to exist in the call stack 
1 ) + floor ( parent.opcount * BLK_LIMIT_FACTOR ) YEMA_ at any given time . With this system , the fee system described 
FACTOR ) and the uncertainties around the effectiveness of our solution 

BLK_LIMIT_FACTOR and E MA_FACTOR are con- 20 would be bounded above by its size . Additionally , Turing might not be necessary , as the cost of executing a contract 
stants that will be set to 65536 and 1.5 for the time being , but incompleteness is not even that big a limitation ; out of all the will likely be changed after further analysis . contract examples we have conceived internally , so far only Computation And Turing - Completeness one required a loop , and even that loop could be removed by An important note is that the Ethereum virtual machine is making 26 repetitions of a one - line piece of code . Given the 
Turing - complete ; this means that EVM code can encode any 25 serious implications of Turing - completeness , and the limited 
computation that can be conceivably carried out , including benefit , why not simply have a Turing - incomplete language ? 
infinite loops . EVM code allows looping in two ways . First , In reality , however , Turing - incompleteness is far from a neat 
there is a JUMP instruction that allows the program to jump solution to the problem . To see why , consider the following 
back to a previous spot in the code , and a JUMPI instruction contracts : 
to do conditional jumping , allowing for statements like 30 CO : call ( C1 ) ; call ( C1 ) ; 
while x < 27 : x = x * 2 . Second , contracts can call other con- C1 : call ( C2 ) ; call ( C2 ) ; 
tracts , potentially allowing for looping through recursion . C2 : call ( C3 ) ; call ( C3 ) ; 
This naturally leads to a problem : can malicious users 
essentially shut miners and full nodes down by forcing them C49 : call ( C50 ) ; call ( C50 ) ; 
to enter into an infinite loop ? The issue arises because of a 35 C50 : ( run one step of a program and record the change in 
problem in computer science known as the halting problem : storage ) 
there is no way to tell , in the general case , whether or not a Now , send a transaction to A. Thus , in 51 transactions , we 
given program will ever halt . have a contract that takes up 250 computational steps . 
As described in the state transition section , our solution Miners could try to detect such logic bombs ahead of time 

works by requiring a transaction to set a maximum number 40 by maintaining a value alongside each contract specifying 
of computational steps that it is allowed to take , and if the maximum number of computational steps that it can 
execution takes longer computation is reverted but fees are take , and calculating this for contracts calling other contracts 
still paid . Messages work in the same way . To show the recursively , but that would require miners to forbid contracts 
motivation behind our solution , consider the following that create other contracts ( since the creation and execution 
examples : 45 of all 50 contracts above could easily be rolled into a single 
An attacker creates a contract which runs an infinite loop , contract ) . Another problematic point is that the address field 

and then sends a transaction activating that loop to the of a message is a variable , so in general it may not even be 
miner . The miner will process the transaction , running possible to tell which other contracts a given contract will 
the infinite loop , and wait for it to run out of gas . Even call ahead of time . Hence , all in all , we have a surprising 
though the execution runs out of gas and stops halfway 50 conclusion : Turing - completeness is surprisingly easy to 
through , the transaction is still valid and the miner still manage , and the lack of Turing - completeness is equally 
claims the fee from the attacker for each computational surprisingly difficult to manage unless the exact same con 
step . trols are in placebut in that case why not just let the 

An attacker creates a very long infinite loop with the protocol be Turing - complete ? 
intent of forcing the miner to keep computing for such 55 Currency And Issuance 
a long time that by the time computation finishes a few The Ethereum network includes its own built - in currency , 
more blocks will have come out and it will not be ether , which serves the dual purpose of providing a primary 
possible for the miner to include the transaction to liquidity layer to allow for efficient exchange between 
claim the fee . However , the attacker will be required to various types of digital assets and , more importantly , of 
submit a value for STARTGAS limiting the number of 60 providing a mechanism for paying transaction fees . For 
computational steps that execution can take , so the convenience and to avoid future argument ( see the current 
miner will know ahead of time that the computation mBTC / UBTC / satoshi debate in Bitcoin ) , the denominations 
will take an excessively large number of steps . will be pre - labelled : 

An attacker sees a contract with code of some form like 1 : wei 
send ( A , contract.storage [ A ] ) ; contract.storage [ A ] = 0 , 65 10 ̂ 12 : szabo 
and sends a transaction with just enough gas to run the 10 ̂ 15 : finney 
first step but not the second ( i.e. , making a withdrawal 10 ̂ 18 : ether 
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This should be taken as an expanded version of the network , although this is mitigated by the fact that miners 
concept of dollars ” and “ cents ” or “ BTC ” and “ satoshi ” . In can switch to other mining pools if a pool or coalition 
the near future , we expect “ ether ” to be used for ordinary attempts a 51 % attack . 
transactions , “ finney ” for microtransactions and " szabo ” and The current intent at Ethereum is to use a mining algo 
" wei ” for technical discussions around fees and protocol 5 rithm based on randomly generating a unique hash function 
implementation . for every 1000 nonces , using a sufficiently broad range of 
The issuance model will be as follows : computation to remove the benefit of specialized hardware . 
Ether will be released in a currency sale at the price of Such a strategy will certainly not reduce the gain of cen 

1337-2000 ether per BTC , a mechanism intended to tralization to zero , but it does not need to . Note that each 
fund the Ethereum organization and pay for develop 10 individual user , on their private laptop or desktop , can 

perform a certain quantity of mining activity almost for free , ment that has been used with success by a number of 
other cryptographic platforms . Earlier buyers will ben paying only electricity costs , but after the point of 100 % 

CPU utilization of their computer additional mining will efit from larger discounts . The BTC received from the require them to pay for both electricity and hardware . ASIC 
sale will be used entirely to pay salaries and bounties to 15 mining companies need to pay for electricity and hardware developers , researchers and projects in the cryptocur starting from the first hash . Hence , if the centralization gain rency ecosystem . can be kept to below this ratio , ( E + H ) / E , then even if ASICS 

0.099x the total amount sold will be allocated to early are made there will still be room for ordinary miners . 
contributors who participated in development before Additionally , we intend to design the mining algorithm so 
BTC funding or certainty of funding was available , and 20 that mining requires access to the entire blockchain , forcing 
another 0.099x will be allocated to long - term research miners to store the entire blockchain and at least be capable 
projects . of verifying every transaction . This removes the need for 

0.26x the total amount sold will be allocated to miners per centralized mining pools ; although mining pools can still 
year forever after that point . serve the legitimate role of evening out the randomness of 

Issuance Breakdown 25 reward distribution , this function can be served equally well 
The permanent linear supply growth model reduces the by peer - to - peer pools with no central control . It additionally 

risk of what some see as excessive wealth concentration in helps fight centralization , by increasing the number of full 
Bitcoin , and gives individuals living in present and future nodes in the network so that the network remains reasonably 
eras a fair chance to acquire currency units , while at the decentralized even if most ordinary users prefer light clients . 
same time discouraging depreciation of ether because the Scalability 

One common concern about Ethereum is the issue of “ supply growth rate ” as a percentage still tends to zero over 
time . We also theorize that because coins are always lost scalability . Like Bitcoin , Ethereum suffers from the flaw that 

every transaction needs to be processed by every node in the over time due to carelessness , death , etc , and coin loss can network . With Bitcoin , the size of the current blockchain be modeled as a percentage of the total supply per year , that 35 rests at about 20 GB , growing by about 1 MB per hour . If the the total currency supply in circulation will in fact eventu Bitcoin network were to process Visa's 2000 transactions ally stabilize at a value equal to the annual issuance divided per second , it would grow by 1 MB per three seconds ( 1 GB by the loss rate ( e.g. , at a loss rate of 1 % , once the supply per hour , 8 TB per year ) . Ethereum is likely to suffer a 
reaches 26x then 0.26x will be mined and 0.26x lost every similar growth pattern , worsened by the fact that there will 
year , creating an equilibrium ) . 40 be many applications on top of the Ethereum blockchain 

Group At launch After 1 year After 5 years instead of just a currency as is the case with Bitcoin , but 
Currency units 1.198X1.458X2.498X ameliorated by the fact that Ethereum full nodes need to 
Purchasers 83.5 % 68.6 % 40.0 % store just the state instead of the entire blockchain history . 
Early contributor distribution 8.26 % 6.79 % 3.96 % The problem with such a large blockchain size is central 
Long - term endowment 8.26 % 6.79 % 3.96 % 45 ization risk . If the blockchain size increases to , say , 100 TB , 
Miners0 % 17.8 % 52.0 % then the likely scenario would be that only a very small 
Despite the linear currency issuance , just like with Bitcoin number of large businesses would run full nodes , with all 

over time the supply growth rate nevertheless tends to zero . regular users using light SPV nodes . In such a situation , 
Mining Centralization there arises the potential concern that the full nodes could 
The Bitcoin mining algorithm basically works by having 50 band together and all agree to cheat in some profitable 

miners compute SHA256 on slightly modified versions of fashion ( e.g. , change the block reward , give themselves 
the block header millions of times over and over again , until BTC ) . Light nodes would have no way of detecting this 
eventually one node comes up with a version whose hash is immediately . Of course , at least one honest full node would 
less than the target ( currently around 2190 ) . However , this likely exist , and after a few hours information about the 
mining algorithm is vulnerable to two forms of centraliza- 55 fraud would trickle out through channels like Reddit , but at 
tion . First , the mining ecosystem has come to be dominated that point it would be too late : it would be up to the ordinary 
by ASICs ( application - specific integrated circuits ) , com- users to organize an effort to blacklist the given blocks , a 
puter chips designed for , and therefore thousands of times massive and likely infeasible coordination problem on a 
more efficient at , the specific task of Bitcoin mining . This similar scale as that of pulling off a successful 51 % attack . 
means that Bitcoin mining is no longer a highly decentral- 60 In the case of Bitcoin , this is currently a problem , but there 
ized and egalitarian pursuit , requiring millions of dollars of exists a blockchain modification suggested by Peter Todd 
capital to effectively participate in . Second , most Bitcoin which will alleviate this issue . 
miners do not actually perform block validation locally ; In the near term , Ethereum will use two additional strat 
instead , they rely on a centralized mining pool to provide the egies to cope with this problem . First , because of the 
block headers . This problem is arguably worse : as of the 65 blockchain - based mining algorithms , at least every miner 
time of this writing , the top two mining pools indirectly will be forced to be a full node , creating a lower bound on 
control roughly 50 % of processing power in the Bitcoin the number of full nodes . Second and more importantly , 
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however , we will include an intermediate state tree root in the potential to substantially increase the efficiency of the 
the blockchain after processing each transaction . Even if computational industry , and provide a massive boost to other 
block validation is centralized , as long as one honest veri- peer - to - peer protocols by adding for the first time an eco 
fying node exists , the centralization problem can be circum- nomic layer . Finally , there is also a substantial array of 
vented via a verification protocol . If a miner publishes an applications that have nothing to do with money at all . 
invalid block , that block must either be badly formatted , or The concept of an arbitrary state transition function as 
the state S [ n ] is incorrect . Since S [ 0 ] is known to be correct , implemented by the Ethereum protocol provides for a plat 
there must be some first state S [ i ] that is incorrect where form with unique potential ; rather than being a closed 
S [ i - 1 ] is correct . The verifying node would provide the index ended , single - purpose protocol intended for a specific array i , along with a “ proof of invalidity ” consisting of the subset 10 of applications in data storage , gambling or finance , of Patricia tree nodes needing to process APPLY ( S [ i - 1 ] , TX Ethereum is open - ended by design , and we believe that it is [ i ] ) - > S [ i ] . Nodes would be able to use those nodes to run extremely well - suited to serving as a foundational layer for that part of the computation , and see that the S [ i ] generated 
does not match the S [ i ] provided . a very large number of both financial and non - financial 

Another , more sophisticated , attack would involve the 15 protocols in the years to come . 
A review of Etherum and its vulnerabilities are discussed malicious miners publishing incomplete blocks , so the full 

information does not even exist to determine whether or not in Atzei , Nicola , Massimo Bartoletti , and Tiziana Cimoli . “ A 
blocks are valid . The solution to this is a challenge - response survey of attacks on ethereum smart contracts ( sok ) . ” In 
protocol : verification nodes issue “ challenges ” in the form of International conference on principles of security and trust , 
target transaction indices , and upon receiving a node a light 20 pp . 164-186 . Springer , Berlin , Heidelberg , 2017 . 
node treats the block as untrusted until another node , Smart contracts are computer programs that can be cor 
whether the miner or another verifier , provides a subset of rectly executed by a network of mutually distrusting nodes , 
Patricia nodes as a proof of validity . without the need of an external trusted authority . Since smart 

Putting It All Together : Decentralized Applications contracts handle and transfer assets of considerable value , 
The contract mechanism described above allows anyone 25 besides their correct execution it is also crucial that their 

to build what is essentially a command line application run implementation is secure against attacks which aim at steal 
on a virtual machine that is executed by consensus across the ing or tampering the assets . We study this problem in 
entire network , allowing it to modify a globally accessible Ethereum , the most well - known and used framework for 
state as its “ hard drive ” . However , for most people , the smart contracts so far . We analyse the security vulnerabili 
command line interface that is the transaction sending 30 ties of Ethereum smart contracts , providing a taxonomy of 
mechanism is not sufficiently user - friendly to make decen- common programming pitfalls which may lead to vulner 
tralization an attractive mainstream alternative . To this end , abilities . We show a series of attacks which exploit these 
a complete “ decentralized application ” should consist of vulnerabilities , allowing an adversary to steal money or 
both low - level business - logic components , whether imple- cause other damage . 
mented entirely on Ethereum , using a combination of 35 Ethereum [ 23 ] is a decentralized virtual machine , which 
Ethereum and other systems ( e.g. , a P2P messaging layer , runs programs called contracts — upon request of users . 
one of which is currently planned to be put into the Contracts are written in a Turing - complete bytecode lan 
Ethereum clients ) or other systems entirely , and high - level guage , called EVM bytecode [ 47 ] . Roughly , a contract is a 
graphical user interface components . The Ethereum client's set of functions , each one defined by a sequence of bytecode 
design is to serve as a web browser , but include support for 40 instructions . A remarkable feature of contracts is that they 
a “ eth ” Javascript API object , which specialized web pages can transfer ether ( a cryptocurrency similar to Bitcoin [ 37 ] ) 
viewed in the client will be able to use to interact with the to / from users and to other contracts . 
Ethereum blockchain . From the point of view of the “ tra Users send transactions to the Ethereum network in order 
ditional ” web , these web pages are entirely static content , to : ( i ) create new contracts ; ( ii ) invoke functions of a 
since the blockchain and other decentralized protocols will 45 contract ; ( iii ) transfer ether to contracts or to other users . All 
serve as a complete replacement for the server for the the transactions are recorded on a public , append - only data 
purpose of handling user - initiated requests . Eventually , structure , called blockchain . The sequence of transactions on 
decentralized protocols , hopefully themselves in some fash the blockchain determines the state of each contract , and the 
ion using Ethereum , may be used to store the web pages balance of each user . 
themselves . Since contracts have an economic value , it is crucial to 

guarantee that their execution is performed correctly . To this 
CONCLUSION purpose , Ethereum does not rely on a trusted central author 

ity : rather , each transaction is processed by a large network 
The Ethereum protocol was originally conceived as an of mutually untrusted peers called miners . Potential con 

upgraded version of a cryptocurrency , providing advanced 55 flicts in the execution of contracts ( due e.g. , to failures or 
features such as on - blockchain escrow , withdrawal limits attacks ) are resolved through a consensus protocol based on 
and financial contracts , gambling markets and the like via a “ proof - of - work ” puzzles . Ideally , the execution of contracts 
highly generalized programming language . The Ethereum is correct whenever the adversary does not control the 
protocol would not “ support ” any of the applications majority of the computational power of the network . 
directly , but the existence of a Turing - complete program- 60 The security of the consensus protocol relies on the 
ming language means that arbitrary contracts can theoreti- assumption that honest miners are rational , i.e. , that it is 
cally be created for any transaction type or application . What more convenient for a miner to follow the protocol than to 
is more interesting about Ethereum , however , is that the try to attack it . To make this assumption hold , miners receive 
Ethereum protocol moves far beyond just currency . Proto- some economic incentives for performing the ( time - con 
cols and decentralized applications around decentralized file 65 suming ) computations required by the protocol . Part of these 
storage , decentralized computation and decentralized pre- incentives is given by the execution fees paid by users upon 
diction markets , among dozens of other such concepts , have each transaction . These fees bound the execution steps of a 
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transaction , so preventing from DoS attacks where users try When a miner solves the puzzle and broadcasts a new 
to overwhelm the network with time - consuming computa- valid block to the network , the other miners discard their 
tions . attempts , update their local copy of the blockchain by 

Programming smart contracts . We illustrate contracts appending the new block , and start “ mining ” on top of it . 
through a small example ( A Wallet , in FIG . 1 ) , which 5 The miner who solves the puzzle is rewarded with the fees 
implements a personal wallet associated to an owner . Rather of the transactions in the new block ( and also with some 
than programming it directly as EVM bytecode , we use fresh ether ) . 
Solidity , a Javascript - like programming language which It may happen that two or more ) miners solve the puzzle 
compiles into EVM bytecode1 . Intuitively , the contract can almost simultaneously . In this case , the blockchain forks in 
receive ether from other users , and its owner can send ( part 10 two ( or more ) branches , with the new blocks pointing to the 
of ) that ether to other users via the function pay . The same parent block . The consensus protocol prescribes min 
hashtable outflow records all the addresses2 to which it ers to extend the longest branch . Hence , even though both 
sends money , and associates to each of them the total branches can transiently continue to exist , eventually the 
transferred amount . All the ether received is held by the fork will be resolved for the longest branch . Only the 
contract . Its amount is automatically recorded in balance : 15 transactions therein will be part of the blockchain , while 
this is a special variable , which cannot be altered by the those in the shortest branch will be discarded . The reward 
programmer . mechanism , inspired to the GHOST protocol [ 43 ] , assigns 

Contracts are composed by fields and functions . A user the full fees to the miners of the blocks in the longest branch , 
can invoke a function by sending a suitable transaction to the and a portion of the fees to those who mined the roots of the 
Ethereum nodes . The transaction must include the execution 20 discarded branch4 . E.g. , assume that blocks A and B have 
fee ( for the miners ) , and may include a transfer of ether from the same parent , and that a miner appends a new block on 
the caller to the contract . Solidity also features exceptions , top of A. The miner can donate part of its reward to the miner 
but with a peculiar behavior . When an exception is thrown , of the “ uncle block ” B , in order to increase the weight of its 
it cannot be caught : the execution stops , the fee is lost , and branch in the fork resolution process . Systems with low 
all the side effects — including transfers of ether — are 25 mining rate — like e.g. , Bitcoin ( 1 block / 10 min ) —have a 
reverted . Were the gas returned to callers in case of excep- small probability of forks , hence typically they do not 
tions , an adversary could mount a DoS attack by repeatedly reward discarded blocks . 
invoking a function which just throws an exception . Compiling Solidity into EVM bytecode . Although con 

Each function invocation is ideally executed by all miners tracts are rendered as sets of functions in Solidity , the EVM 
in the Ethereum network . Miners are incentivized to do such 30 bytecode has no support for functions . Therefore , the Solid 
work by the execution fees paid by the users which invoke ity compiler translates contracts so that their first part 
functions . Besides being used as incentives , execution fees implements a function dispatching mechanism . More spe 
also protect against denial - of - service cks , where an cifically , each function is uniquely identified by a signature , 
adversary tries to slow down the network by requesting based on its name and type parameters . Upon function 
time - consuming Execution fees are defined in terms of gas 35 invocation , this signature is passed as input to the called 
and gas price , and their product represents the cost paid by contract : if it matches some function , the execution jumps to 
the user to execute code . More specifically , the transaction the corresponding code , otherwise it jumps to the fallback 
which triggers the invocation specifies the gas limit up to function . This is a special function with no name and no 
which the user is willing to pay , and the price per unit of gas . arguments , which can be arbitrarily programmed . The fall 
Roughly , the higher is the price per unit , the higher is the 40 back function is executed also when the contract is passed an 
chance that miners will choose to execute the transaction . empty signature : this happens e.g. , when sending ether to the 
Each EVM operation consumes a certain amount of gas [ 47 ] , contract . 
and the overall fee depends on the whole sequence of Solidity features three different constructs to invoke a 
operations executed by miners . contract from another contract , which also allow to send 

Miners execute a transaction until its normal termination , 45 ether . All these constructs are compiled using the same 
unless an exception is thrown . If the transaction terminates bytecode instruction . The result is that the same behavior 
successfully , the remaining gas is returned to the caller , can be implemented in several ways . 
otherwise all the gas allocated for the transaction is lost . If Ether lost in transfer . When sending ether , one has to 
a computation consumes all the allocated gas , it terminates specify the recipient address , which takes the form of a 
with an " out - of - gas ” exception_hence the caller loses all 50 sequence of 160 bits . Addresses are sequences of 160 bits 
the gas3 . An adversary wishing to attempt a denial - of- which uniquely identify contracts and users . However , many 
service attack ( e.g. , by invoking a time - consuming function ) of these addresses are orphan , i.e. , they are not associated to 
should allocate a large amount of gas , and pay the corre- any user or contract . If some ether is sent to an orphan 
sponding ether . If the adversary chooses a gas price consis- address , it is lost forever ( note that there is no way to detect 
tently with the market , miners will execute the transaction , 55 whether an address is orphan ) . Since lost ether cannot be 
but the attack will be too expensive ; otherwise , if the price recovered , programmers have to manually ensure the cor 
is too low , miners will not execute the transaction . rectness of the recipient addresses . 
The mining process . Miners group the transactions sent Unpredictable state . The state of a contract is determined 

by users into blocks , and try to append them to the block- by the value of its fields and balance . In general , when a user 
chain in order to collect the associated fees . Only those 60 sends a transaction to the network in order to invoke some 
blocks which satisfy a given set of conditions , which alto- contract , he cannot be sure that the transaction will be run in 
gether are called validity , can be appended to the blockchain . the same state the contract was at the time of sending that 
In particular , one of these conditions requires to solve a transaction . This may happen because , in the meanwhile , 
moderately hard “ proof - of - work ” puzzle , which depends on other transactions have changed the contract state . Even if 
the previous block and on the transactions in the new block . 65 the user was fast enough to be the first to send a transaction , 
The difficulty of the puzzle is dynamically updated so that it is not guaranteed that such transaction will be the first to 
the average mining rate is 1 block every 12 s . be run . Indeed , when miners group transactions into blocks , 
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transaction ledger ( 2014 ) . gavwood.com/paper.pdf themselves , which further reduces the economic inefficiency 

48. Wüst , K. , Gervais , A .: Ethereum Eclipse Attacks . Tech of the securitization . 
nical report , ETH - Zurich ( 2016 ) The preferred implementation permits a renewal of the 

20 smart contract , such that an actual transfer of the commodity 
SUMMARY OF THE INVENTION is not required . Thus , the smart contract can be renewed , 

with underwriting performed in anticipation of renewal to 
The present technology provides various solutions verify that the secured assets have appropriate value , etc. 

addressing these issues . It converts an illiquid asset which Users of the tokens may therefore anticipate variations in 
represents demonstrable and recognized wealth , into a liquid 25 demand over time . However , while the security for the 
resource , typically without requiring the illiquid asset itself particular tokens may differ , the smart contract is designed 
to be monetized . A contingent interest in real property rights and intended to provide sufficient margin between the secu 
( e.g. , a security interest ) permits , upon conclusion of a smart rity interest and likely range of values such that they are 
contract , a counterparty to the asset owner , to force either fungible , and various tokens for the same commodity would 
compliance with the terms of the smart contract , e.g. , 30 assume the same market value . 
repayment of the tokens , or have available legal remedies In some cases , the tokens will rise to a value above a right 
available under the contingent interest . In a preferred of substitution value or security interest value . In this case , 
embodiment , the sma contract requires return of the same there may be differences between tokens , but in that case , 
number of tokens as were issued to the asset owner , in order there would be an incentive for bowers to substitute the 
to release the contingent interest . This permits a distributed 35 security as the commodity or a contract right for the com 
ledger to be a complete an accurate accounting means for the modity , and thus achieve fungibility in that manner . When 
tokens , from creation to extinction by completion of the the value of the token rises above the securitization , the 
cycle . Of course , more complex terms are possible , such as result is somewhat similar to the pricing of non - securitized 
a fractional or surplus return ratio . In a preferred embodi- cryptocurrencies , i.e. , the pricing is dependent on scarcity of 
ment , a substitution is possible , which serves to secure 40 the tokens and a demand established by usefulness or 
release of the contingent interest , absent return of all tokens , speculation . However , in contrast to current unsecuritized 
for example in case of unavailability or pricing disparity . cryptocurrencies , the securitized tokens have a right , at 

In general , a borrower seeks to monetize a capital invest- smart contract termination , to liquidation at the exchange 
ment in a productive resource that has a predictable cost of price for the commodity . Further , if the tokens are fully 
production of a commodity , and other predictable ( and / or 45 substituted ( a likely occurrence if the token value exceeds 
insurable ) risks . A buyer , lender , or issuer seeks to securitize the commodity exchange value ) , the smart contract may go 
the investment by creating a salable and tradable token , into automatic renewal ( with a right of token redemption ) , 
guaranteed by the value of the security ( security interest ) , and thus expiration risk for token - holders abated . Therefore , 
and subject to a “ smart contract ” which limits unpredictable the tokens have a minimum value expressed in a commodity 
human - factor risks , so that the value of the loan can be 50 exchange rate at or after smart contract expiration , and no 
immediately off - loaded into public markets . Finally , public maximum value . 
markets acquire the tokens , which have advantages over The scarcity of the tokens is guaranteed by the limited 
cash , in terms of transferability , security , and in some cases nature of commodity production or creation facilities , and 
( i.e. , unstable political regimes ) , asset backing . The tokens the securitization discount . 
are ultimately backed by a security interest in the productive 55 To the extent that commodities market risks are deemed 
means , and may have a discount in excess of the cost of unacceptable or undesired , the tokens may be backed by 
extraction or production , at least at issuance . The tokens , various types of portfolios that mitigate desired risks . Like 
once issued , have a fundamental value , tied to the security wise , risks may be concentrated if desired . For example , 
interest and smart contract that governs it . Therefore , in instead of securitizing tokens based on a mineral mine or the 
contrast to a fiat currency , the tokens are less correlated in 60 like , the borrower may simply deposit futures contracts in 
value with political instability , inflation , devaluation , foreign exchange for tokens , which are then sold to raise cash . If the 
trade balance , and the like . On the other hand , the token borrower owns a productive resource for the subject com 
would typically have a value positively correlated with the modity , the future contract may be written based on pro 
value of the underlying security asset , and the commodity to duction and fulfillment by the borrower . However , this is not 
which it pertains . 65 required , and the borrower may engage in side transactions 

The tokens may be tied to a single smart contract , or to fulfill its eventual obligations , so long as the security 
issued backed by a portfolio of secured assets . A typical interest meets the smart contract and underwriting criteria . 
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Blockchain technology provides various known advan- redemption , the special tokens will be worth less . Therefore , 
tages . For example , entries made on the blockchain are a speculation opportunity is provided in this case . 
permanent , immutable , and independently verifiable . There If , upon termination of a smart contract , there is a default , 
fore , the use of blockchains is particularly valuable for and the security interest must be liquidated , it is possible that 
verifying ownership of a token , recording transfers of 5 an investment is required to extract the resource to fulfill the 
tokens , and auditing transactions . The present technology contract . In that case , an administrator , trustee , receiver , or 
does not require , and a preferred embodiment does not the like ( as specified by the smart contract and underlying include , anonymity , and therefore parties to a transaction agreements ) assumes control over the resource . Because of may be authenticated using biometrics , multifactor authen the margin between the debt amount and the value of the tication , or various means . This avoids the need to rely on 10 commodity that may be extracted from or produced by the passwords or cryptographic credentials alone , as with some resource , it is likely that the estate can be managed to fulfill cryptocurrencies . Thus , a human service may be employed 
to verify participants in transactions . On the other hand , its responsibility . Indeed , there may be cases where the 
anonymous transaction capability is also possible . token - holders are advantaged ( at least theoretically ) as com 

The use of tokens provides advantages with respect to 15 pared to those holding tokens from non - defaulting debtors . 
currencies , commodity trades , barter , contract obligations , Thus , a perverse incentive may occur where demand is high 
and other payment methods . Currencies can require conver for the lowest " quality " tokens , due to an arbitrage oppor 
sions , which incur costly and risk . Commodity trades may tunity at contract termination . For example , in a non 
require delivery of significant quantities of material , storage defaulting case , the debtor must acquire the previously 
( with required physical security ) , transactional costs , pricing 20 issued tokens or deliver the substituted assets . Therefore , the 
fluctuations , etc. Barter has similar issues with commodities , market price for the tokens will be driven by the substitution 
but also incurs liquidity risk . ( If an exchange is with respect paradigm , which is generally the same commodity as pro 
to a liquid asset , it is either a security or a commodity , if it duced by the resource ( though this is not a theoretical 
is neither , it would be considered a barter ) . Contract rights , constraint ) . On the other hand , in the defaulting case , the 
such as futures , incur the risks of the underlying security or 25 debtor presumably lacks the liquid assets to re - acquire the 
commodity , but also a greater pricing fluctuation risk to tokens at market price , and lacks the commodity to fulfill the 
contract termination , and likely higher transactional costs . substitution , leading to a possibility that the rational market 

The token according to the present technology has some price is above the substitution value , especially if the terms 
characteristics of a derivative of a forward contract , with the of default provide an advantage to the token - holder , such as 
advantage that , while the value of the token is secured by the 30 an above - market interest rate for delayed payment . Further , 
value of the resource capable of delivering the commodity because these defaulting tokens become “ special ” , and the 
( with certain investment in delivering the commodity less smart contract under which they are issued will not be 
than a differential between the value borrowed and the ren the expiring tokens may be subject increased 
present value of the resource ) , and there is no actual require- demand , and thus higher prices . 
ment to develop the resource to deliver the commodity , 35 This is not to say that the system is design to include 
maintaining efficient options for the borrower . The deriva- perverse incentives which drive objectively antisocial 
tive , however , has characteristics of a virtual cryptocurrency , behavior and seeming irrational results . Rather , the terms of 
with asset backing , which can reduce volatility . While there the smart contract may be designed to correct for aberrant 
is technically no limit on demand - based increases in the conditions , and to ensure that token holders are assured of 
value of the tokens , and thus opportunity for speculation , 40 the asset backing under all of the various conditions , leading 
according to a preferred embodiment , the borrower has a to a lower risk discount and reduced correlation of risks 
right of substitution , and therefore the risk of specific between the tokens themselves and external market - specific 
demand by a borrower seeking to recover the tokens and conditions . Thus , the tokens become available for cross 
retire the debt , and therefore an opportunity for a hold - out , border transactions , use in unstable economies , during fiat 
is limited . Further , the technology does not particularly seek 45 currency contractions , and especially in transactions loosely 
to limit the amount of asset - backed tokens generated , and linked to the commodity which secures the tokens . While the 
therefore scarcity of the class of tokens is not a driving tokens may be initially issued in a private transaction , such 
principle for valuation . Therefore , the motivations for pric- as a financing of an acquisition of a mine , or expansion of 
ing volatility are limited , resulting in a cryptocurrency or a mine , they would become available for general transac 
cryptoasset token whose basis for valuation is the asset 50 tions as an alternate to cryptocurrencies , and due to their 
backing and usefulness in or in conjunction with commerce . characteristics designed to limit speculation - driven volatil 

Typically , the tokens are fully fungible , and are issued in ity , and artificial scarcity ( i.e. , scarcity due only to the fact 
undistinguished form and as part of an indistinguishable that the tokens have limited liquidity and availability ) , the 
pool . With respect to particular issuances , it is possible that tokens become a good fit for use in consumer and business 
a certain resource will turn out to be over - valued or fraudu- 55 to - business transactions . 
lent , and as a result , the tokens issued based on that resource The key advantage of the tokens over cash derives from 
lack asset backing . Since we presume that there are other their origination in an asset securitization transaction , which 
tokens available in the same class that are properly asset is designed to be more efficient , and yield lower discounts of 
backed , this would tend to negatively impact the valuation net asset value to liquidity achieved , than traditional bank 
of those particular tokens . Of course , steps are taken during 60 lending , and perhaps equity issuance . Thus , the generation 
underwriting to avoid this possibility , but it is also possible of the tokens according to the present technology alleviates 
to acquire insurance on the assets to assure the value of their an artificial scarcity of fiat currencies , under traditional loan 
securitization . When tokens are separately tracked , as com- paradigms , thus unlocking vast amounts of wealth . Once 
pared to a normal token , a token under which the borrower unlocked , the tokens continue to represent an advantage 
has defaulted , and a surety is invoked may be worth more 65 over fiat currency in that they are readily exchangeable for 
than other tokens , leading to higher " special " demand for fiat currency on an exchange or in a transaction , and are also 
riskier tokens . On the other hand , if the token value is above backed by hard assets , a feature missing from fiat currencies . 
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Typically , the present technology is implemented in a Therefore , the particular rules and features of the smart 
manner fully compliant with all banking and securities laws , contract will define future risks and rewards of the partici 
and the use or advantages of the technology are not predi- pants , and can vary over a broad range of parameters . For 
cated on US tax avoidance , US currency transfer restriction example , instead of emulating a zero coupon bond , the 
evasion , etc. However , the exchange network is independent 5 tokens may yield dividends or pay interest . If this is a direct 
of the financial services oligopolies , such as The Clearing payment , this incurs tracking and tax reporting that might 
House ( New York ) , credit card networks ( Mastercard , Visa , result in difficulties . However , as built into a smart contract , 
Discover , American Express , etc. ) , etc. , and therefore is free the result may be a programmed increase in value of the 
to compete by providing lower cost , better service ( s ) , advan- tokens over time with respect to redemption value , right of 
tages , etc. 10 substitution amount , or other time - dependent features which 

According to another embodiment , the token system is are predicted to drive the value of the tokens up over time 
tied to commodity - specific investment or speculation . For toward the expiration . 
example , if a user seeks to invest in diamonds , gold , The present technology therefore features an asset which 
platinum , etc. , he or she may acquire tokens having such is subject to a legally - enforceable security interest , to secure 
characteristics . Typically , these would be tokens that have a 15 a debt , which may be denominated in currency or a value of 
high proportion of substituted assets in the form of the a commodity . In exchange for a sum , a series of tokens are 
respective commodity , whose pricing is highly correlated generated and issued . The tokens are subject to a contract 
with the commodity , and whose smart contract assures that which provides for a future redemption , at a value secured 
significant deviation between the token price and the by the security interest . The contract itself may be a smart 
redemption price with respect to the underlying commodity 20 contract , which includes automatically implemented rules 
are well aligned . Indeed , in such a scenario , short or stag- and features , which in some cases may be independent of 
gered terms of the smart contract may be desired , so that sovereigns , and has aspects which are enforced independent 
speculation on commodity pricing over time can be effec- of the parties and their agents . The tokens may be traded on 
tively managed . Further , in some cases , the token owner may an exchange which relies on a blockchain . The future 
be provided with a right of demand , for example , to acquire 25 redemption may provide different options , such as currency , 
an amount of the underlying commodity in exchange for the commodities , renewal upon terms , or otherwise . 
token . This would have the effect of converging the token In a preferred embodiment , the security interest is in a 
price with the demand value as the contract nears expiration , gold mine , with a debt of less than 20 % of the proven 
and also permits use of the tokens as a market hedge , while reserves of the claim , after a due diligence investigation of 
maintaining liquidity . 30 the value of the claim and its productive capability , such that 

Another issue involves international currency and financ- extraction of gold sufficient to redeem the tokens is com 
ing issues . For example , a non - US commodity miner seeks mercially feasible without exceeding the value of the 
to finance production of gold outside the US . Typically , a secured assets . The term may be 10 years , with a right of 
security interest in real estate or a business is recorded in the substitution at par value at any time over the term . At 
jurisdiction in which the business is location , and is denomi- 35 expiration , the borrower must reclaim all of the tokens , or 
nated in the currency of that jurisdiction . This imposes substitute security in the form of a pre - specified amount of 
difficulties where a lender does not wish to incur currency gold . However , upon redemption of any token , the borrower 
risk for the particular jurisdiction , but is quite willing to may reissue the debt as a new token , subject to a new smart 
incur the business risk inherent in the loan , if denominated contract . A term of the smart contract permits a token - holder 
in commodity value . Therefore , the present technology 40 with an outstanding token to automatically exchange tokens 
provides a means to secure the loan , which in theory does for replacement tokens , thus leaving pending transactions 
not violate currency export restrictions of the jurisdiction , and markets uninterrupted . 
since at contract termination , the commodity itself may be The issued tokens are available for various transactions , 
delivered . The loan , in the form of the tokens , then repre- similar to other known cryptocurrencies , and are traded on 
sents a derivative of the value of the commodity , at least 45 exchanges with respect to different currencies , tokens , or 
when issued , and near expiration , especially in a non- commodities , or between individuals on a secure digital 
renewable smart contract . For a renewable smart contract , ledger , which may be a blockchain . 
the value of the tokens is largely limited unilaterally , in that The right of redemption may permit substitution of other 
if the tokens exceed the market value of the underlying tokens , having distinct security , which meet system - wide 
commodity , there will be a large incentive for the borrower 50 criteria , and therefore the tokens become fungible . However , 
to substitute commodity for tokens , thus tying their values each debtor remains responsible at contract termination to 
together . However , if the commodity value is less than the fulfill its obligations , or the security interest may be fore 
token value , the token will remain floating in value . closed . When the process is aggregated for a number of 

Because of the discount between the value of the secured borrowers , the management of redemption , substitution , and 
assets and the amount of the security , the tokens have a fair 55 foreclosures becomes a normal business activity , and there 
market value over equity in the resource . Therefore , the fore can be managed accordingly . Further , the aggregation 
tokens have another basis for valuation , and another possible leads to greater liquidity , reduced search cost and individual 
value correlation . In the event that the company that man- risk speculation , and more orderly markets . Further , from 
ages the resource becomes illiquid and its business prospects the perspective of a token - holder , default risks are also 
dim , the tokens assume properties similar to that of a secured 60 aggregated , and therefore have lower volatility . 
lender . The redemption at contract expiration , in this case , In some cases , the value of resource subject to the security 
appears as a zero coupon bond . The option of renewal of the interest is far in excess of the value of the debt , and 
contract , if provided , may provide the token - holder with an respective tokens . One option is , rather than issuing all 
ability to cash out , but in any case typically requires a new tokens having the same value , a set of tranches of tokens , 
underwriting process that assures that the value of the 65 which represent priority of liquidation in event of default . 
security interest is discounted well below the amount out- This has the effect of creating tokens with greater and lesser 
standing degrees of correlation with the underlying business involved 
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in the secured resource . The tranches may also have other securitization or other advanced financing techniques 
differences . Thus , it is possible to create derivatives which including the ability to sell to and / or repurchase from third 
largely isolate different risks , and thus satisfy different parties . 
investment objectives . These , and other objects and advantages of the present 

In some cases , the security is not in real estate , mines or 5 invention are achieved in accordance with the preset inven 
leases per se , but may be with respect to in - process inven- tion by the method according to the invention . In one 
tory . For example , mined , unrefined ore may be subject to preferred embodiment , the method is for creating precious 
the monetization transaction , with the redemption based on metal backed token assets , secured by unrefined precious 
a fraction of the metal or mineral contained in the ore . metal reserves , utilizing blockchain and / or distributed ledger 
Therefore , the technology may be used for short term technology . It is of course understood that other unrefined or 
business financing . As the ore is processed , if the tokens are pre - commodity reserves can be digitized in accordance with 
not redeemed , the miner may replace the ore to maintain the the present invention . Typically , if the assets achieve com 
pool or secured assets . modity status , there are existing markets that can be 
As discussed above , the smart contract may be insured . employed ; however , such assets are not excluded by the 

This permits an insurer , such as an insurance company , to present technology . 
assume various risks independent of the token values , and Similarly , non - commodity assets may also be securitized , 
may therefore arbitrage the market value of the tokens with with a slightly different security predicate . For example , an 
respect to the implied insurance risk . This therefore incen- income - producing real estate investment trust can be mon 
tivizes the insurer to act as a market - maker with respect to 20 etized according to the present technology . In terms of 
the tokens under various circumstances , assuring liquidity substitution or replacement , the options include , for 
and orderly markets for the tokens . Even if the smart example , real estate interest substitution , heterogeneous 
contract does not require a captive sinking fund , an insurer asset or commodity type substitution , cash substitution , or 
may require this as a term of the contract . The use of other security . 
insurance is one way to make different tokens fungible ; if 25 In accordance with one preferred embodiment of the 
tokens having various underlying distinctions are insured to present invention , the digitization of illiquid pre - commodity 
have the same risks ( e.g. , a common guaranty by the same assets creates a liquid asset , utilizing smart contracts and 
insurance company ) , then the markets may treat these as distributed ledger technology . The commodity asset holder 
being of the same type . This can be reinforced if the right of is required to pledge the assets into a collateral pool for 
substitution includes alternate tokens ( though this will gen 30 digitization and representation on the distributed ledger . 

Once recorded on the distributed ledger as inventory , the erally sink the market value to the lowest valued token , collateral will be used to digitize a fractional representation which may be undesirable from an efficiency standpoint ) . of the commodity ets . The blockchain employed is preferably the Symbiont 
system , which is a permission - based blockchain . See , sym- 35 smart contract contains all the necessary parameters needed Digitization occurs on the ledger via a smart contract . The 
biont.io/technology/ . to digitize including ( but not limited to ) the commodity asset By applying the power of a distributed ledger and smart description , the owner , the quantity , the location and the 
contracts , the present invention can offer commodity asset appropriate risk adjusted discount for the commodity asset 
owners a method to attain liquidity from their pre - commod and the title for the duration of the smart contract . The terms 
ity assets by digitizing those assets , and providing a new 40 of digitization embedded in the smart contract allow for the 
liquid asset representing a liquid derivative of the pre- allocation of the fractional representation of the commodity 
commodity assets . These new liquid assets are derived from asset to the commodity asset owner . Also , embedded in the 
a fractional representation of the commodity assets . Com- terms of the smart contract , is a maturity date which triggers 
modity asset owners who desire liquidity can use this the release of any pledged collateral back to the commodity 
fractional representation ( the new liquid asset ) for alterna- 45 asset owner while simultaneously requiring the return of the 
tive financing . This method will considerably speed up the original fractional representation to the collateral pool . The 
process of gaining liquidity while allowing the asset owner commodity asset owner has control of the now liquid 
to avoid ongoing financing charges . fractional representation created from the collateral . Of 

The digitization of commodity assets allows for the entry course , other encumbrances or side - deals may take place , 
of previously excluded asset classes inti the existing secu- 50 represented in smart contracts or otherwise . 
ritization marketplace . The problem was previously It is therefore an object to provide a token , representing an 
addressed through a traditional and less efficient securitiza- interest in a smart contract , the smart contract representing 
tion market . In the current marketplace , a pre - commodity an agreement , secured by a security interest in the real 
asset owner can go to a lender and securitize the pre- property or a right in real property , to return the token within 
commodity assets thereby gaining liquidity . The problem 55 a predetermined period . 
with the current model is that it is painfully long and It is a further object to provide a method of defining a 
expensive due to the deep discounting of the value of the token , comprising : defining a smart contract , representing an 
pre - commodity assets as well as ongoing interest charges agreement , secured by a security interest real property or a 
due to the business model to the lender . right in real property , to return the token within a predeter 

The previously available solution was not fully satisfac- 60 mined period ; pledging the real property or a right in real 
tory because it required ongoing finance charges as well as property to secure the security interest in the smart contract ; 
steeper discounting of the underlying assets . The known and issuing the token . The method may further comprise 
solutions require that there be a one to one relationship returning the token , and releasing the real property or a right 
between the commodity asset holder and the lender . Because in real property from the security interest . The smart contract 
of this , the commodity asset holder is typically restricted in 65 may be implemented in conjunction with a distribute ledger . 
how to use the borrowed funds . The funds received were The method may further comprise exercising a contingent 
simply cash in the bank and not further available for property interest , e.g. , the security interest , in the real 
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property or a right in real property , after the predetermined These and other features of the present invention will 
period if the token is not returned . become apparent from the drawings and the following 

The token may represent a fractional interest in the real detailed description . 
property or a right in real property . 

The smart contract may be implemented in conjunction 5 BRIEF DESCRIPTION OF THE DRAWINGS 
with a distribute ledger . 

The predetermined period may be tolled if a substitute FIG . 1 is a block diagram of the distributed ledger 
asset is tendered . ( blockchain ) Network used by a method according to the The real property or a right in real property may comprise present invention ; a mine having proven available reserves of the substitute 10 FIG . 2 is a flowchart of a first embodiment of the method 
asset . The substitute asset may be gold . The proven available according to the present invention ; reserves may be a predetermined multiple of the substitute FIG . 3 shows a flow diagram of underlying asset verifi asset . cation and valuation ; The token may be generated as a transaction of a cryp FIG . 4 is a flowchart of a second embodiment of the tographically - authenticated , distributed ledger comprising a 15 
database held and updated independently by each of a method according to the present invention ; 
plurality of distributed elements , forming a consensus deter FIG . 5 is a flowchart of a proposed information flow 
mination of transaction validity . according to the second embodiment of the invention ; and 

The agreement , secured by a security interest in the real FIG . 6 is a state diagram of a sovereign - backed securiti 
property or the right in real property , may be terminated if 20 zation model according to the present invention . 
the token is returned within the predetermined period , else 
a contingent property interest , e.g. , the security interest , in DETAILED DESCRIPTION OF THE 
the real perty or a right in real property , may be exer PREFERRED EMBODIMENTS 
cised . 

It is a further object to provide a method for creating a 25 Example 1 
liquid token representation from an illiquid asset compris 
ing : receiving a pledge of an illiquid asset ; and digitizing the FIG . 1 shows a block diagram of the network utilized in 
illiquid asset into fractional representations using a smart accordance with the method of the present invention . At the 
contract on a distributed ledger network , the fractional heart of the system is a distributed ledger ( e.g. , transaction 
representations being secured by the pledge of the illiquid 30 chain or blockchain ) network 10 preferably implemented on 
asset as collateral . The method may further comprise trading the Internet and providing a distributed ledger , which is 
a fractional representation on an exchange , recorded in a immutable . The network may use public key / private key 
distributed ledger network . The smart contract may com- cryptography to insure identification integrity and other 
prise an illiquid asset description , an illiquid asset owner , a algorithms to insure trust before a block of at least one 
quantity , and at least one redemption rule . The at least one 35 transaction is added to the distributed ledger . The network 
redemption rule may comprise a maturity date which trig- can be implemented on any platforms that permit the run 
gers a release of the pledged illiquid asset as collateral back ning of smart contracts , such as the Hyperledger blockchain , 
to the illiquid asset owner in exchange for return of all of the Symbiont.io or the Ethereum blockchain . 
original fractional representations . The illiquid asset may Connected to the network 10 is a commodity asset owner 
comprise ore of a precious metal . The precious metal may be 40 20 who is interested in pledging illiquid assets , such as 
gold . unrefined gold that is still in the ground , to 3 create a liquid 

It is a still further object to provide a distributed ledger asset . Also connected to the network 10 is a digitizer party 
comprising terms of at least one smart contract representing 30 who agrees to take the pledge of the illiquid assets subject 
an agreement which imposes a security interest in real to terms enforced in smart contracts running on the network 
property rights , comprising a term which authorizes creation 45 10 , and digitize the asset into fractional representation that 
of a token subject to the security interest , and subsequently can be sold to account holders 40. For example , if the 
deactivates the token and releases the security interest upon commodity asset was unrefined gold for which the owner 
fulfillment of the smart contract terms . can demonstrate that there is a proven gold reserve , the 

It is another object to provide a computational node of a digitizer will provide 1 fractional representation ( e.g. , an 
distributed communication network , configured to execute a 50 Orebit.au ) token for a defined amount of Reserves of gold . 
portion of a distributed ledger comprising at least one smart The assets will be pledged for 10 years , after which the asset 
contract representing an agreement which imposes a security owner must replace the entire reserve that was fractional 
interest in real property rights , comprising a contract term ized . 
which authorizes creation of a token subject to the security The token can be sold to account holders on the network 
interest , and subsequently deactivates the token and releases 55 and each transaction is recorded immutably in a block on the 
the security interest upon fulfillment of the smart contract distributed ledger to establish unquestionable ownership 
terms . rights . The smart contracts , which are computer programs 

The smart contract may comprise at least one term which designed to operate on the distributed ledger network and 
imposes a predetermined period during which the terms carry out the terms of the method , automate the process and 
must be fulfilled . The smart contract may comprise at least 60 eliminate the need for human intervention in many steps . 
one term which provides a right to substitution to toll a FIG . 2 is a flowchart of one embodiment of the method 
foreclosure of the security interest . The distributed ledger according to the invention . According to the method of FIG . 
may be provided in combination with computational nodes 2 : 
of a distributed communication network , configured to A reserve is created by the asset holder . A first Smart 
authenticate transactions involving the token , and automati- 65 Contract creates the inventory of the total amount of 
cally execute the terms of the smart contract , without reserves being placed in the pool by the asset holder for 
centralized control . digitization . 
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The diamond indicates that an executive must sign off on can provide investors with exposure to illiquid assets in a 
the reserve once it is created before it can go to the ‘ Signed form that can be easily registered , traded and transferred . It 
Of state . If there is no sign off , the system waits for the also provides owners of illiquid physical assets with an 
proper approval . opportunity to access new sources of liquidity . A distributed 

If the reserve has been approved ( signed off ) , it is now 5 ledger technology platform is ideal for asset digitization 
ready to be digitized by the digitizer party using a smart because it provides an immutable record of the origination 
contract process . and provenance of digitized assets as well as a tamper - proof 

In order for the digitization to occur , the digitizer runs a repository for all documentation supporting a given origi 
second smart contract which is called an ‘ ADSA ' ( Asset nation . 
Digitization Service Agreement ) which is shown in a flow 10 Tokens created according to the present paradigm are diagram in the second column . This contract knows the fundamentally different from most blockchain or distributed haircut ( discount ) and also is where the digitizer party puts ledger offerings . Two core differences are that they are a in the maturity date , the digitization date and when digitized , 
creates the tokens . This is also where the digitizer associates cryptoasset , and not a cryptocurrency loosely backed by a 
the ADSA to a reserve and the number of tokens created for 15 hard asset , and directly represent the hard asset which is 
a particular reserve can be seen . available as security for the set of transactions . The tokens 

The created ADSA now waits for executive sign off are not decoupled from central management or rules of law . 
similar to the reserve to create an object . The platform is de - centralized from a resiliency and tech 
Once the digitization date is reached the reserve is bound , nological perspective but it is centrally managed by a service 

the ADSA is marked digitized and the tokens are created . 20 company . Unlike cryptocurrencies , such as Bitcoin or 
FIG . 2 illustrates that until the digitization date comes and Ethereum , which are not centrally governed , it does not 
digitization occurs , the asset holder can still back out . make sense to decouple a hard asset , which is subject to rules 
However , if the digitization occurs , there is no backing ou and regulations nor would you want to . Therefore , the 

The ADSA now distributes the tokens created to the asset divergence on this issue is both fundamental and philosophi 
holder , and also deducts relevant on - ledger fees which are 25 cal . Since the linkage to a hard asset affords contingent 
paid to both the network operator and the digitizer party . property rights , the ability to operate with and within law is 

The 10 - year period now begins and after the maturity important . The same rules and regulations that protect the 
date , everything underneath happens at termination , i.e. , the hard asset , i.e. , preventing someone from usurping owner 
debt is repaid , the tokens are destroyed ( e.g. , redeemed ship of mineral rights , will protect any investment in the 
and / or retired ) , the ADSA is terminated and the Reserve is 30 tokens , or the underlying smart contract . The tokens are 
terminated as long as there are no associated ADSA's . subject to rule of law , and can and will be transferred in 

Specifically , on termination the ADSA will look at the accordance with court rulings . 
asset holder's account and sweep the tokens ( exactly the The hard asset backing the tokens may be , for example , 
number that was digitized ) back for inactivation so that the proven reserves of unrefined gold . Primarily this will be in 
lien can be lifted off the reserve . The inactivation , redemp- 35 the form of in situ gold deposits but could include gold 
tion , or retirement of a token is a transaction on the distrib- assets in interim stages of the refining process including 
uted ledger that labels the tokens with an updated status , to head ore , concentrate , miner bars , and doré . The tokens 
alert future buyers of that status , which would normally represent a single mineral or commodity , and tokens tied to 
render them valueless , and thus block future transactions . different security types will generally not be fungible among 
( Note that , according to existing non - asset backed crypto- 40 asset types . However , it is possible to define diversified 
currencies , the lack of asset backing does not preclude use , pools , which consistently represent a plurality of asset types 
so technically , the transition from asset - backed to non - asset in predetermined ratios . Each token is fungible so a token 
backed does not require that no party attribute value to the from one source is equivalent and interchangeable to a 
redeemed tokens . ) corresponding token from another source without the need 

If for some reason the number of tokens in the asset 45 to trace its provenance . However , the provenance of each 
holder's account are less than the original amount created and every token is traceable within the pool and docu 
the process goes into a default scenario . In event of a default , mented . The history of every transaction is stored in an 
the legal process of foreclosure on the secured assets pro- immutable and tamper - proof ledger along with all support 
ceeds , and this provides security for the token - holders . Since ing documentation . 
the amount of feasible asset recovery exceeds the redemp- 50 Previously there was no platform for lending against 
tion value of the tokens , it is most probable that all token unrefined proven reserves of gold . With this model , a secure 
holders will be made whole , and indeed , the default process auditable platform enables these transactions . 
may make outstanding tokens more valuable than those that To validate the mineral deposits of any reserve or claim , 
are redeemed in the normal course . one can use the “ Canadian Institute of Mining ” ( CIM ) , 
As a result of the method of the present invention , 55 National Instrument 43-101 ( NI 43-101 ) guidelines for 

fungible liquidity is obtainable from commodity assets in reporting . The NI 43-101 , although Canadian based , is 
various states of extraction or non - extraction and refine- commonly used throughout North America , and even inter 
ment . The method can create liquidity from pre - refined , nationally . Although it is common to North America , the 
combined and disparate commodity assets for each of those CIM / NI 43-101 reporting guidelines adhere to the “ Com 
disparate commodity assets . 60 mittee for Mineral Reserves International Reporting Stan 

dards ” ( CRIRSCO ) . In the future , other CRIRSCO member 
Example 2 guidelines may be used , including but not limited to the 

Australian “ Joint Ore Reserves Committee ” ( JORC ) reports . 
System Architecture Each NI 43-101 report is conducted by an independent 
It is a challenge for typical investors to get exposure to 65 “ qualified person ( s ) " . At a minimum , the qualified person 

unrefined assets while , at the same time , owners of such must be an experienced and accredited engineer or geosci 
assets often struggle to access liquidity . Asset digitization entist with experience relevant to the subject matter of the 
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mineral project ( NI 43-101 , 2011 , p . 4 ) . This report may be It is important to understand that the Modifying Factors 
commissioned by the claim or reserve holder , but it is not are not limited in scope to just the economics of the 
carried out by the holder . extraction process : 

In order to understand the NI 43-101 report , the following Modifying Factors are considerations used to convert 
definitions are required : 5 Mineral Resources to Mineral Reserves . These include , but 
A Mineral Resource is a concentration or occurrence of are not restricted to , mining , processing , metallurgical , infra 

solid material of economic interest in or on the Earth's crust structure , economic , marketing , legal , environmental , social 
in such form , grade or quality and quantity that there are and governmental factors . ( CIM Definitions , 2014 ) 
reasonable prospects for eventual economic extraction . Once Modifying Factors are applied to the technical 

The location , quantity , grade or quality , continuity and 10 reports on the Mineral Resource Estimates a new category of Mineral Reserves are generated including Proven Mineral other geological characteristics of a Mineral Resource are Reserves : known , estimated or interpreted from specific geological 
evidence and knowledge , including sampling . A Proven Mineral Reserve is the economically mineable 

part of a Measured Mineral Resource . A Proven Mineral Mineral Resources are sub - divided , in order of increasing 15 Reserve implies a high degree of confidence in the Modi geological confidence , into Inferred , Indicated and Mea fying Factors . Application of the Proven Mineral Reserve 
sured categories . An Inferred Mineral Resource has a lower category implies that the Qualified Person has the highest 
level of confidence than that applied to an Indicated Mineral degree of confidence in the estimate with the consequent 
Resource . An Indicated Mineral Resource has a higher level expectation in the minds of the readers of the report . The 
of confidence than an Inferred Mineral Resource but has a 20 term should be restricted to that part of the deposit where 
lower level of confidence than a Measured Mineral production planning is taking place and for which any 
Resource . variation in the estimate would not significantly affect the 
The full report goes into greater detail on each Mineral potential economic viability of the deposit . Proven Mineral 

Resource classification , however we are mainly concerned Reserve estimates must be demonstrated to be economic , at 
with minerals with the highest degree of confidence and 25 the time of reporting , by at least a Pre - Feasibility Study . 
those which can be converted into proven reserves . The Within the CIM Definition standards the term Proved Min 
following is a definition of a measured mineral resource : eral Reserve is an equivalent term to a Proven Mineral 
A Measured Mineral Resource is that part of a Mineral Reserve . ( CIM Definitions , 2014 ) 

Resource for which quantity , grade or quality , densities , FIG . 3 illustrates the relationship between the confidence 
shape , and physical characteristics are estimated with con 30 of testing and samples versus Modifying factors . 

Once a claim with an NI 43-101 has been reviewed and fidence sufficient to allow the application of Modifying the Proven Reserves of gold have been validated , the value Factors to support detailed mine planning and final evalu of the collateral , for all intents and purposes , is pegged at ation of the economic viability of the deposit . Geological 
evidence is derived from detailed and reliable exploration , 35 exactly one token is issued . Ultimately , there is no definitive 1 : 5 . For every 5 troy ounces of Proven Reserves of gold , 
sampling and testing and is sufficient to confirm geological way to determine the value of the entire pledged claim , and grade or quality continuity between points of observa however , even by CRIRSCO reporting guidelines there is at 
tion . A Measured Mineral Resource has a higher level of least 5 times as much feasibly extractable gold . There are 
confidence than that applying to either an Indicated Mineral also Indicated Resources , there are also Inferred Resources 
Resource or an Inferred Mineral Resource . It may be con- 40 and it is likely there are accompanying metals such as 
verted to a Proven Mineral Reserve or to a Probable Mineral copper , molybdenum , silver and others that may or may not 
Reserve . ( CIM Definitions , 2014 ) also have extractable value . 

Measured Mineral Resources offer the highest level of It is important to note that the pool is not purchasing the 
confidence such that there is sufficient sampling and testing claims or the owner of the derived assets , it is only a pool 
to confirm grade or quality between points of observation . 45 for managing the title . The title to a claim is fully pledged 
However , to be accepted by the present system , the analysis to pool for the life of the loan and is to be returned to the 
must also ensure the economic feasibility of the deposit . The claim holder once the loan has been repaid at Maturity . The 
presence of gold is insufficient if it is in such low concen- asset represented in the form of a token are held by the 
tration that extraction is not economical , or if there are legal account holder on initial digitization . The account holder 
or environmental restrictions . The NI 43-101 also takes this 50 may then use the platform to exchange tokens to another 
into account as well as defined by “ Mineral Reserves ” : account holder . That account holder may then transfer 
A Mineral Reserve is the economically mineable part of tokens to another account holder , who may or may not be the 

a Measured and / or Indicated Mineral Resource . It includes original claim holder . The nature of the agreement , and the 
diluting materials and allowances for losses , which may exchange of any non - token assets including but not limited 
occur when the material is mined or extracted and is defined 55 to currency , stock or hard assets is between the two parties . 
by studies at Pre - Feasibility or Feasibility level as appro- The services provided to run the pool include : the review 
priate that include application of Modifying Factors . Such and processing of Asset Digitization Service Agreement 
studies demonstrate that , at the time of reporting , extraction applications for perspective claim holders ; the digitization of 
could reasonably be justified . The reference point at which claims into smart certificates known as the token ; the smart 
Mineral Reserves are defined , usually the point where the 60 contracts to manage the lifecycle of the Asset Digitization 
ore is delivered to the processing plant , must be stated . It is Service Agreement ; providing a secure platform to facilitate 
important that , in all situations where the reference point is the trading of token ; to provide an immutable and auditable 
different , such as for a saleable product , a clarifying state- history of transactions and documents including but not 
ment is included to ensure that the reader is fully informed limited to claim titles . The services do not typically hold the 
as to what is being reported . The public disclosure of a 65 derived value of assets ; set the value of token ; negotiate the 
Mineral Reserve must be demonstrated by a Pre - Feasibility terms of any loans or transactions ; facilitate the transaction 
Study or Feasibility Study . ( CIM Definitions , 2014 ) of assets other than token ; or arbitrate agreements . 
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The business logic for the pool is codified within immu- original amount of tokens from the market to be retired . All 
table Smart Contracts . The Smart Contracts ensure the of the tokens are accounted for on the system , but it is 
agreed upon rules are correctly adhered to for the lifecycle possible there may not be any for sale . To account for this 
of the ADSA . There are ( 2 ) primary Smart Contract types : anomaly an option exists for , and only for , ADSA owners 
ADSA : which represent the Asset Digitization Service 5 who are approaching the maturity date , to pledge Refined 
Agreement ; and Reserve : which represent the titled asset , Gold from a vault for the outstanding amount in a new 
typically a claim . The Smart Contracts allow for optional Reserve . The original Reserve is terminated and the title to 
extensions . One such example is that presently only gold can the claim is returned , however , there is a new obligation to 
be digitized . However , a claim is a defined section of land recover sufficient tokens to release the pledged Refined 
with Mineral Resources and is not limited to a particular 10 Gold . 
mineral type . Therefore , other asset types may also be In the event there are insufficient tokens to cleanly ter 
digitized , and those assets will be bound to the same Reserve minate an ADSA on the Maturity date , the ADSA will 
object . If the digitization start and end periods of different default . Because the circumstances of each default are 
asset types within a Reserve are not aligned , freeing up the different and involve externalities , the Smart Contract prin 
title of a claim prematurely would cause ownership issues . 15 cipally flags the issue for remediation . However , to maintain 
Therefore , the Reserve is a separate object and is bound until the integrity of the platform , the only way to terminate an 
the last ADSA is terminated . ADSA is to fully return the Digitized token . 

The Reserve object or Smart Contract represents the titled There is no concept of a complete cycle . The smart 
claim and has the following attributes : contracts allow for any number of valid combinations . An 

“ approved_timestamp " ; " approver_id " ; " country " ; " cre- 20 Asset / Collateral Holder could Digitize an ADSA , renew , 
ated_timestamp " ; " creator_id " ; " documents " ; " geoloca- renew again , Digitize another ADSA , use the balance with 
tion ” ; “ internal_reserve_id ” ; “ last_modified_timestamp " ; the new claim to Terminate the original ADSA , default on 
" last_modifier_id ” ; " owner_id ” ; " proven_reserves " , the new ADSA , renew with penalties , pledge a substitution , 
" ready ” ; “ reserve_description " ; “ reserve_id ” ; “ reserve_ Terminate the new ADSA , then repay the substitution at a 
type " ; " signed_date " ; " state " ; " status " ; " terminated_time- 25 later date , for example . 
stamp " ; " terminator_id " . In its simplest form of the system uses distributed ledger 

The ADSA object or Smart Contract represents the fun- technology ( e.g. , provided by Symbiont ) to create a new 
gible asset and has the following attributes : digital asset class . While the term “ blockchain ” is the more 

" approved_timestamp " ; " approver_id " ; " country " ; " cre- widely recognized it is more technically correct to describe 
ated_timestamp " ; " creator_id ” ; “ documents ” ; “ internal_re- 30 the platform of choice as a distributed ledger platform 
serve_id ” ; “ last_modified_timestamp " ; " last_modifier_id ” ; because transactions are appended one at a time rather than 
" owner_id ” ; “ proven_reserves ” ; " asset_type " ; " tokens ” ; in “ blocks ” . Indeed , in some cases , the technology may be 
" quantity " ; " ready " ; " reserve_description " ; " reserve_id " ; “ implemented in blocks . Despite this minor distinction , the 
“ reserve_type ” ; “ signed_date ” ; “ state ” ; “ status ” ; “ terminat- ledger retains the properties of traditional blockchains 
ed_timestamp " ; " terminator_id " . 35 including replication , resiliency , immutability and enforced 

The Substitution objects or Smart Contracts represent the consistency . However , when implemented as a private led 
Reserve and ADSA equivalent except for Refined Gold . The ger , many of challenges of the around privacy and perfor 
only difference is the reserve_type for Reserve is substitu- mance of public distributed ledgers are inherently addressed . 
tion and the resulting ADSA quantity is digitized at a 1 : 1 The distributed ledger network may include trusted mem 
ratio instead of the standard 1 : 5 . 40 ber nodes so the ledger is never publicly exposed . Alternate 

The flow chart in FIG . 4 traces a simplified Reserve / technologies employ cryptography that permit untrusted 
ADSA lifecycle through the various states . The reserve member nodes , which process the transactions in a verifiable 
status may be : Pending , Signed Off , Bound , Terminated and authenticated manner without access to the underlying 
ADSA status : Pending , Signed Off , Digitized , Terminated . data . Each member's data is encrypted and decrypted only 
According to FIG . 4 : 45 by authorized members on the network . As a member , the 

1. Asset / Collateral Holder initiates a claim for review ; pool leverages Smart Contracts which strictly enforce pre 
Reserve ( Pending ) . determined business rules . All activity is recorded on a 

2. The Reserve title is clear ; Reserve ( Signed Off ) . tamper proof , append - only ledger along with times stamps 
3. The ADSA is submitted for review ; ADSA ( Pending ) . and digital signatures . The pool preferably operates on a 
4. The ADSA passes review ; ADSA ( Signed Off ) . 50 permissioned network negating the need for mining to 
5. The Digitization date is set for the future ; Reserve enforce consensus . The distributed ledger preferably uses an 

( Signed Off ) / ADSA ( Signed Off ) . implementation of a Byzantine Fault Tolerant algorithm 
6. The Digitization date arrives and token are digitized ; ( BFT - SMaRt , n.d. ) that enforces consensus across the net 

Reserve ( Bound ) / ADSA ( Digitized ) . work . This approach provides resilience and performance 
a . The claim title is fully pledged to the pool . 55 orders of magnitude greater than mining , e.g. , Bitcoin . All 
b . The token are deposited into the Asset / Collateral Hold- ledger data is encrypted and accessible only by authorized 

er's account . parties . When the pool queries the Smart Contracts , the 
c . The Asset / Collateral Holder may transfer token to other encrypted data is read from the ledger , which only the pool 

accounts . member is able to decrypt . ( In an alternate implementation , 
7. The Maturity date arrives and the original amount of 60 public verification is supported ) . 

digitized token are removed from the account ; ADSA ( Ter- The news is full of stories where wallets have been 
minated ) / Reserve ( Terminated ) compromised , cryptocurrency is stolen and there are few 

a . The claim title is returned . mechanisms to undo the damage . Private or permissioned 
b . The token are retired from the system . based platforms mean everyone on the network or who has 
It is possible to renew an ADSA past the original Maturity 65 an account is a known entity who has passed a “ Know Your 

date , as defined by the Smart Contract . In order to terminate Customer ” ( KYC ) and AML . Compromising the system to 
an ADSA , the Asset / Collateral Holder must acquire the benefit a particular account holder on a tamper - proof immu 
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table ledger would be highly risky . In addition , since a new asset class , such as a proven mineral reserve , which can 
service provider can administer the system , any transactions be allocated in a way to provide leverage and a line of credit , 
can be undone with complimentary transactions . This cannot without requiring extraction of the mineral , thus permitting 
be done in decentralized blockchains . preservation of the resource , with extraction only required in 

In addition to the data itself , the Smart Contract enforces 5 event of default . 
business logic , which is also stored on the immutable ledger . Utilizing the Sovereign Government Proven Gold Min 
Should a security hole , error or bug be identified in a Smart eral Reserve . 
Contract , the distributed ledger platform may provide a The sovereign government , in this case , assigns the 
straightforward mechanism for correcting it . Since all smart proven reserves to an international mining corporation as 
contract code is recorded as data on the immutable ledger , all 10 part of a public - private partnership . This is a common 
parties have a record of both the error and the fix , and may practice where mining rights and the reserve ownership is 
employ legal recourse as necessary . given out under different systems depending on the company 

Along with financial data there it is possible store and record keeping of the reserves through the government 
various legal documentation data on the ledger as well . department assigned these duties but generically they are 
Examples include PDF documents , signed and scanned legal 15 referred to as mining claims . 
documents and stamped geological reports among others . To mitigate the political risk and logistical risk of adding 
Data , documents and business logic are all encapsulated on any new territory , the new government also provides a 
an immutable ledger for a completely secure and auditable government guarantee as for the value of the proven reserves 
solution . and to further guarantee they will allow the mine to operate 
The system is resilient and tolerant of failures . It can 20 and export the product without hindrance . The goal is to 

scale . Most importantly , it is a cryptographically - enforced , bring the risk in - line with the existing ledger assets so all 
append only , immutable chain of all the history since incep respective securities stay fungible . 
tion . It is an ideal system for accountability and auditability . The international mining corporation then takes this claim 
A permissioned distributed ledger adds no more attack ownership and the sovereign guarantee information to a 
vectors than the traditional stack while enabling full audit- 25 monetization entity , which “ digitizes ” the in - ground value 
ability in the event if they did happen . The present system through a smart contract . 
may provide customized and modular APIs to securely The international mining corporation then has the fun 
interface with the platform . gible digital assets they can be put into a trust and securitized 
A proposed information flow diagram is provided in FIG . within international financial markets with an audited value . 

5 . The international mining corporation can now pledge the 
digital assets in trust to a commercial bank ( e.g. , in the 

REFERENCES originating country ) . Utilizing normal bank protocols , the 
new asset can be pledged to the commercial bank , and the 

BFT - SMaRt . ( n.d. ) . State Machine Replication for the commercial bank can apply to the central bank for approval 
Masses with BFT - SMART . www.di.fc.ul.pt/-bessani/ 35 of the new crypto asset as well a pricing . The central bank 
publications / dsn14 - bftsmart.pdf can now create funds on a non - inflationary basis in the local 

Business Wire . ( 2017 , Mar. 15 ) . Orebits & Symbiont Deploy economy including the finance activity to get the new mine 
Distributed Ledger Technology to Digitize Gold Owner- into production . This scheme is represented in FIG . 6 . 
ship . www.businesswire.com/news/home/ Although the disclosure is described above in terms of 
20170315005332 / en / Orebits - Symbiont - Deploy - Distrib- 40 various example embodiments and implementations , it 
uted - Ledger - Technology - Digitize should be understood that the various features , aspects and 

CIM . ( n.d. ) . CIM . Canadian Institute of Mining , Metallurgy functionality described in one or more of the individual 
and Petroleum : cim.org/CIM Definitions . ( 2014 , May 10 ) . embodiments are not limited in their applicability to the 
CIM Definition Standards for Mineral Resources and particular embodiment with which they are described , but 
Mineral Reserves . www.cim.org/~/media/Files/PDF/Sub- 45 instead can be applied , alone or in various combinations , to 
sites / CIM_DEFINITION_STANDARDS_20142 one or more of the other embodiments of the disclosure , 

NI 43-101 . ( 2011 , Jun . 24 ) . NI 43-101 Standards . Canadian whether or not such embodiments are described and whether 
Institute of Mining , Metallurgy and Petroleum : web.ci- or not such features are presented as being a part of a 
m.org/standards/documents/Block484_Doc111.pdf described embodiment . Thus , the breadth and scope of the 

50 present disclosure should not be limited by any of the 
Example 3 above - described example embodiments , and it will be 

understood by those skilled in the art that various changes 
Sovereign Financing and modifications to the previous descriptions may be made 
Financing a sovereign's deficit has become prominence within the scope of the claims . 

for economic growth and stability , with the financial chal- 55 What is claimed is : 
lenge , a sovereign is always in - need for a cash infusion . 1. A token system , employing a token representing an 
Recently , sovereignty auspices are not enough to get finance interest in a smart contract , the smart contract representing 
at a prime rate . When a government is looking to add an agreement , secured by a security interest in real property 
liquidity to the economy on a non - inflationary basis , it needs or a right in real property , to return the token within a defined 
to look to foreign investment and trade to accomplish this . 60 period , comprising : 
Many governments have proven mineral reserves but to an automated distributed virtual state machine , hosted by 

due to many reasons , these assets are not being utilized in a plurality of cryptographic hardware processors , 
any fashion . There is no mechanism to get the proven value employing a distributed consensus model , and being 
of mineral reserves onto the central bank ledger to issue configured to execute immutable transactions recorded 
currency against these mineral reserves ( e.g. , gold ) on a 65 on a blockchain , the blockchain having blocks which 
non - inflationary basis . The present technology permits a are created in accordance with a competitive consensus 
sovereign to finance and issue a debt obligation against a process ; 
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automatically executable smart contract code which con- authorizing exercise of the security interest with respect 
trols the automated distributed state machine , after the to the real property or the right in the real property if the 
defined period of time , to permit exercise the security token is not returned . 
interest with respect to the real property or the right in 11. The method according to claim 10 , further comprising 
the real property if the token is not returned ; and 5 returning the token , and releasing the real property or a right 

a communication port configured to interface with an in real property from the security interest . 
automated distributed communication network , to 12. The method according to claim 10 , wherein the smart 
communicate distributed consensus messages through contract is implemented in conjunction with a distributed 
the automated distributed communication network , to ledger , wherein the distributed virtual state machine charges 

10 a transaction fee for execution of the executable smart receive the returned token , and to communicate an contract code . immutable message for exercise of the security interest 13. The method according to claim 10 , wherein : through the automated distributed communication net the token comprises a fractional interest in the real work . property or a right in real property , 2. The token according to claim 1 , wherein the automated the define period of time is tolled if a substitute asset is distributed state machine comprises an Ethereum virtual tendered , 
code machine . the real property or a right in real property comprises a 

3. The token according to claim 1 , wherein the executable mine having proven available reserves of the substitute 
smart contract code further permits tolling of the defined asset , and 
period of time for exercise of the security interest dependent 20 wherein the proven available reserves are a predetermined 
on whether a substitute asset is tendered . multiple of the substitute asset . 

4. The token according to claim 3 , wherein the real 14. The method according to claim 10 , wherein the 
property or a right in real property comprises a physical distributed virtual state machine is Turing complete , and the 
mine having proven available reserves of the substitute executable smart contract has a predefined maximum num 
asset . 25 ber of executable instructions . 

5. The token according to claim 1 , wherein the automated 15. The method according to claim 10 , wherein the token 
distributed virtual state machine charges a transaction fee for is generated as a transaction recorded on the blockchain , and 
execution of the executable smart contract code . the blockchain comprises a cryptographically - authenticated , 

6. The token according to claim 4 , wherein the proven distributed ledger held and updated independently by each 
available reserves are a predetermined multiple of the sub- 30 of a plurality of distributed computing elements , the method 
stitute asset . further comprising forming a consensus determination of 

transaction validity . 7. The token according to claim 1 , wherein the token 16. The method according to claim 10 , further comprising represents a fractional interest in the real property or a right exercising the security interest in the real property or a right in real property . 35 in real property after the defined period of time if the token 8. The token according to claim 1 , wherein the token is is not returned . 
generated as a transaction of the automated distributed 17. A method for creating a liquid token representation 
virtual state machine comprising a cryptographically - au- from an illiquid asset comprising : 
thenticated , distributed ledger having a database held and receiving a pledge of an illiquid asset ; and 
updated independently by each of a plurality of distributed 40 digitizing the illiquid asset into fractional representations ; 
processing elements , forming a consensus determination of issuing a token representing the fractional representations , 
transaction validity . subject to an executable smart contract executed on a 

9. The token according to claim 1 , wherein the blockchain distributed virtual state machine , hosted by a plurality 
comprises a transaction list and a state of the smart contract . of cryptographic hardware processors , employing a 

10. A method of transacting with a token , comprising : distributed consensus model , and being configured to 
defining an executable smart contract , representing an execute immutable transactions recorded on a block 

agreement , secured by a security interest in real prop chain , the fractional representations being secured by 
erty or a right in real property , to return the token within the pledge of the illiquid asset as collateral ; 
a defined period of time , the executable smart contract controlling the immutable distributed state machine in 
being executed on an automated distributed virtual state 50 accordance with the executable smart contract to extin 
machine , hosted by a plurality of cryptographic hard- guish the token and the security interest upon return of 
ware processors , employing a competitive distributed the liquid token ; and 
consensus model which produces immutable blocks , controlling the immutable distributed state machine in 
and being configured to execute immutable transac accordance with the executable smart contract to , after 
tions recorded on a blockchain comprising a series of 55 the defined period of time , communicate a message 
the immutable blocks ; authorizing exercise of the pledge of the illiquid asset 

pledging the real property or a right in real property as the as security for the outstanding liquid token . 
security interest to secure the smart contract ; 18. The method according to claim 17 , further comprising 

issuing the token and recording issuance of the token by trading a fractional representation on an exchange , recorded 
the on the blockchain ; 60 in a distributed ledger network . 

controlling the automated distributed state machine in 19. The method according to claim 17 , wherein the smart 
accordance with the executable smart contract to extin- contract comprises an illiquid asset description , an identifi 
guish the token and the security interest when the token cation of an illiquid asset owner , and at least one redemption 
is tendered for return ; and rule . 

controlling the automated distributed state machine in 65 20. The method according to claim 19 , wherein the at least 
accordance with the executable smart contract to , after one redemption rule comprises a maturity date establishing 
the defined period of time , communicate a message the defined period of time and a tolling rule for the delaying 
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the maturity date , wherein a satisfaction of the at least one 
redemption rule triggers a release of the pledged illiquid 
asset back to the illiquid asset owner in exchange for return 
of all of the original fractional representations or substitute 
collateral . 5 

* * 


